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MEETING MINUTES=

Name of Organization:

Date and Time of Meeting:

Place of Meeting:

Attorney General’s Office

Mock Courtroom '
100 N. Carson Street = ES E. Washmgto%enue

Carson City, Nevada =—=—==. ‘% Las Vegas, Nevada
Attendees: -~ —
Las Vegas: Carson City:
Members in Attendance:—== ‘%%: Mﬁwm Affendance:
Jacob Cinco, U.S. Sec:@%?m@ =.| AndrewGa e-gbeH?hmchlll County School
Deputy Chief Christgpher Dar cy%é\/lPD = Distric —
Senator Moises “MO”lS % n Cunningham, Washoe County School
Assemblywoman Sandla gui = Bistrict
Jeff Lewis, Reossefor D% Haws, EITS Administrator
Energy &— =Captain Greg Herrera, Washoe County
Bill Wa sheriff’s Office

NevadaSiate Bank _— Chris Lake, NV Hospital Association
Absent: Patricia Cafferata, Executive Director

Greg Weber, Valley Bank of N—da Guests in Attendance:

Guests in Atten‘ﬁﬁme % Catherine Krause, AGO

Marsha Landreth, = Laura Tucker, AGO

Monica Moazez, AGO=_ = Greg Zunino, AGO, designee for AG Laxalt

1. Swearing in of new members.
Bureau Chief Greg Zunino swore in new member David Haws.

2; Call to Order and Roll Call.
The meeting was called to order at 10:00 a.m. Roll call was taken by Marsha Landreth and a

quorum was present.

3. Public Comment. Discussion only.
No public comment.



Welcome and self-introduction of Technological Crime Advisory Board members.
Zunino welcomed everyone to the meeting. New member David Haws explained he has
worked for the State of Nevada for 14 years and was recently assigned as Administrator for
Enterprise Information Technology Services (EITS). He previously was employed as the
Deputy Administrator for EITS and has also worked both in consulting and the private
sector.

Approval of minutes of February 28, 2018 meeting. (Attachment One (1) - Minutes from
February 28, 2018 Meeting). Discussion and for poss1blegactlon

Zunino asked for a motion to approve the February 28 ,2018" 018 meeting minutes, Greg Herrera
moved to approve the minutes. Andrew Campbell seGond: sd the motion, and the motion

assed unanimousl =
P - & =

Discussion and for possible action on v1de§‘ 1pts Mom@gazez, Communications
Director. (Attachment Two (2) — Video @ —

Moazez reported that four (4) video sc1iﬁen various technologicalséeime topics have been
developed The purpose of the scripts is tognwey infor ormation to the public and to business
owners in a way that all viewers will be able ’t@sﬂ findetstand. The videas will be filmed
by a public relations compana1d that sheﬂ;@ﬁ the videos will be between two to
two-and-a-half minutes in len :E—;%fﬁl st of the fouEscripts is on phishing and was
developed with the help of Lam%’alcuty Attomey. General. The phishing script
details the definition of phishing. @wdeo@gnclude?km talking about how one can
avoid becoming asFictim.One menﬂfuuggesﬁ E!amln:lf_e;}v to pronounce “phishing”
and providing.eXamples-oLwhat phislfgfrgglo ke azez Said that there will be graphics

in the video, f-a(ample ctual phl@nall w11113E"hown in this video.

E

At the end of all fo&iﬁdq%age w1o1m viewers that the information is provided
GOLthe A ttormey eneﬁé Technological Crime Advisory Board.

IW

;,:1 era asked wﬁjhe videaswill be available at (e.g. YouTube) and Moazez informed
hiﬁhat the v1deosﬁbe av‘—%e th1011gh social media and agency websites, as well as be
sent testhe various Chels of Gamimerce in Nevada. She added that we have a budget of
$10, 00e0=¥1d the de(nSloas madﬁo create as many videos as possible with the budget.

——— % =

Cafferata 1ecended 1hat the correct wording for the board be listed on the scripts:
Technological Crime Aﬁ%smy Board. Moazez will confirm the correct wording.

‘E‘

The second script is on passw01ds and Wi-Fi. Alan Cunningham will be in the video. The
purpose is to highlight the importance of setting up Wi-Fi passwords, using unusual phrases
(e g. a nursery thyme), and how to create a strong password. The script will also cover the
importance of being aware while using public Wi-Fi.

Senator Moises “Mo” Denis and Assemblywoman Sandra Jauregui arrived fo the meefing.

Moazez summarized the information on the first two scripts for Denis and Jauregui. Jauregui
suggested adding to the passwords and Wi-Fi script some language about when a person is
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on public Wi-Fi to avoid accessing personal and/or banking sites. Denis added that people
should be aware of how to tell when a website is secure versus one that is not (e.g. https =
secure; http = unsecure). Moazez said that she had similar language on the script previously
but took it off because the video was getting long. Moazez will look into adding the
language back into the script. Moazez explained that all videos will have graphics in them to
provide a visual of what different scams might look like.

The third script is on gas pumps and skimming. Moazez worked with Las Vegas
Metropolitan Police Detective Jefferson Grace on the content for this script. As with the
other scripts, the video will begin by explaining how youzddentity and money can be
compromised by skimming. The video highlights somestatistics from Las Vegas, how to

protect yourself, and what to do if you encounter a siéimming device. There will also be

Cunningham suggested adding information#8fwhere skimminigean occur, as it is not just at
gas stations and ATMs, as the script cureéntlyreads. He providédtihe example of grocery
stores. Jauregui suggested using languher than a grocery store; o that we don’t risk
having to name every single place that sk@ can ogeur. Anotheler suggested
“any point of sale” as the language that wouldshesgoodierinclude in the SeEijpt.

The fourth script is on currency=counterfeiting, an Ithesvideo will feature Jacob Cinco. In
the video, he will show viewers agtual-counterfeit mofieyaThis script may run a bit longer
than two to two-and-a-half minutés: ©ne member commented that this video appears that it
is directed mainly:@Watds businessqumers. Ciloo temarked{hat the focus of the video will

be on the sec

eatures ot the mm%o  people (business owners or the public) can
identify if thésmoney is legifithate or not, Maazez addedhat this video will have much more
of a visual comt than theother videgs._I'he video will also provide information on
where to report and-submit£ounterfeit mongys,

X

_Andrew Campbellasked=Ethere wilgzh%s placed on turning counterfeit money over

e —_————

S0 the authorities and:Cincoconfirmed. Further, the person or business will not be
compensated for turhjmg.in théxgeunterfeit money. Therefore, in the video it is important to

recommiend that peopledake extraqprecaution, as the loss will be permanent to them.

j

il

Moazez (%ilded that sheewill work on the suggestions that members have made. She will
also be in contaetthe pu elations company, and will work to coordinate filming dates
with the indivill be featured in the videos.

——

Zunino suggested this agenda item be informational versus an action item, and that Moazez
bring the edited scripts to the next meeting. She said she will provide an update at the next
meeting. Jaurgeui asked if there is a deadline for the videos and Moazez said that there is
not. Jauregui asked if the videos will be produced before the holidays and Moazez said she
believes the project will take only two to three months.

Discussion and approval of skimmers brochure. Laura Tucker, Deputy Attorney General
and Monica Moazez. (Attachment Three (3) — Skimmers Brochure).



Tucker said that she received several edits from members and appreciates the feedback. The
information about “point of sale” (POS) suggested in agenda item #6 will be added to the
skimmers brochure. New photographs and tips were added to the brochure, including
updated contact information of who to contact if you find a skimming device.

Cunningham stated that he does not think anything needs added to the brochure regarding
POS devices, as this is already in another part of the brochure.

Campbell asked if the skimmers brochure could be translated and printed in Spanish and
Tucker said she will work on developing a Spanish b1och%with Attorney General (AG)
staff, Cafferata said that many Attorney General brochufésare in Spanish. Campbell asked if
the brochure will be available online. Moazez 1ntends§‘ﬁm aft a press release once the videos
are completed, with links to the videos embeddedimto-t %_{ess release. The brochure will
also be made available to the public and downl@?dﬁﬁle fr (ﬁﬁhe AGO website.

E— E

Campbell asked if there are other popula%hat may beneﬂt the brochure who speak
other languages. Cafferata said that boambel Sonny Vmuya teeled to translate
some of their brochures for the Asian Chan%_ Bill \Mgg proxy fo f =Sonny Vinuya, said
that there are several populations they work WiflE(e.g£lapanese and Chl@and that these
populations typically have th%ﬁsam ces to transkaté ihe English brochure themselves, if
needed. Wong volunteered to @‘@ tlanslatlohe brochure into some of the
languages spoken and read by th@&si@mmbel memBbes. Campbell also blought up the
deaf commumty and advocated fokm@ﬁ%adeo 1n%nguage Jauregui suggested
dilatthey w1f=:added to all of the videos.

?
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Zunino askedfora motiontoapprove the fidmmers brochute. Chris Lake moved to approve
the skimmers b1@=ehme Ala%unnmghanmconded the motion, and the motion passed
= p———

unanimously.

———%
=
—

@@%he Attorney General’s offices on:

2018
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. August 15
é;‘é]ovembm 14 "%ffﬁil N
Eg‘ =
Caffer ata‘ﬁ;ﬂmded mem@ to contact her if there are any suggestions for future agenda
items. Haws%a=ggested adate at a future meeting from the State of Nevada Chief
Information Se‘ﬁa__ig ficer (CISO). Cafferata asked Chris Lake of the Nevada Hospital
Association and lawzenforcement (Darcy and Herrera) to bring any items to her attention, if

they have any. =

-llllm

Public Comment. Discussion only.
No public comment.

Adjournment.
Zunino adjourned the meeting at approximately 10:47 a.m.

Minutes respectfully submitted by Tarah M. Sanchez, Office of the Attorney General.
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Attorney General’s Office Consumer Complaints

In priority order:

1. Elder Financial Exploitation

2. Child Identity Theft — Obtaining/abusing credit using child’s identifiers

3. Mortgage Fraud/Title Misrepresentation — Selling home that does not have a clear title

4, Internet scams offering home business set-up for investment that guarantee sales or

commissions that are never realized
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2018 Cybersecurity Trainings
Laura Tucker

Cora Coleman Senior Center (Las Vegas): 11:15 a.m. October 1
Pahrump Valley Senior Citizens Center: 10 a.m. October 3
Sparks Senior Center: 12:30 p.m. October 9

Churchill County Senior Center: 9:30 a.m. October 10

Washoe County Senior Citizens Center: 1 p.m. October 15

Cold Springs Senior Center (North Reno): 10:30 a.m. October 16
West Flamingo Senior Center (Las Vegas): 9:30 a.m. October 23
Mineral County Care Center: 10 a.m. October 24

Terrace at Ruby View Senior Center (Elko): 10:30 a.m. October 30
Carson City Senior Center — tentative

Gardnerville Senior Center — tentative



