Minutes of the
Nevada Technological Crime Advisory Board

March 28, 2008

The Nevada Technological Crime Advisory Board was called to order at 10:00 a.m. on Friday,
March 28, 2008. Attorney General Catherine Cortez Masto, Chairman, presided in Room 4412 of
the Grant Sawyer Building, Las Vegas, Nevada and via videoconference in Room 3138 of the
Legislative Building, Carson City, Nevada.

ADVISORY BOARD MEMBERS PRESENT:

Nevada Attorney General Catherine Cortez Masto (Chair)

Tray Abney, Reno/Sparks Chamber of Commerce

Special Agent William Bergin (Designated representative for Resident Agent In Charge
Greg White, U.S. Immigrations & Customs Enforcement (ICE))

Gregory Brower, U.S. Attorney, Department of Justice (DOJ)

Sheriff Doug Gillespie, Las Vegas Metropolitan Police Department (LVMPD)

Sheriff Mike Haley, Washoe County Sheriff’s Office

Special Agent in Charge Steve Martinez, Federal Bureau of Investigation (FBI)

Dale Norton, Nye County School District Assistant Superintendent

Nevada State Assemblywoman Peggy Pierce

Mr. William Uffelman, President & Chief Executive Officer, Nevada Bankers Association
Nevada State Senator Valerie Wiener

Mr. Tom Wolf (Designated representative for Dan Stockwell, Director of the Nevada
Department of Information Technology)

Also present: Special Agent in Charge Richard Shields, U.S. Secret Service (USSS)

TASK FORCE MEMBERS PRESENT:

Sergeant Troy Barrett, LVMPD / Internet Crimes Against Children
Supervisory Special Agent Eric Vandersteldt, FBI

STAFF MEMBERS PRESENT:

James D. Earl, Executive Director

Conrad Hafen, Nevada Chief Deputy Attorney General, Advisory Board Counsel
Jill Mitchell, Program Specialist, Nevada Attorney General’s Office

Ursula Sindlinger, Board Secretary

OTHERS PRESENT:

Dennis Carry, Washoe County Sheriff’s Office
Janice Jones, ICE
Ira Victor, Infragard
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Agenda Item 1 — Verification of quorum

AG CORTEZ MASTO:

We have new members here today as well as reappointments of previous members. We have a
reappointment for Bill Uffelman who has been a tremendous help on this advisory board and we
look forward to working with him. Tray Abney from the Reno/Sparks Chamber of Commerce has
been appointed by the Governor. From our law enforcement sector we have Sheriff Doug
Gillespie in Las Vegas and Sheriff Mike Haley from Washoe County. From the education sector
we have Dale Norton, who is with the Nye County School District.

At the Federal level we have Special Agent in Charge Steve Martinez of the Federal Bureau of
Investigations (FBI) who has served on this advisory board for awhile and has been reappointed.
We also have Resident Agent in Charge Greg White with the United States Immigration and
Customs Enforcement (ICE).

MR. EARL:
RAC White could not be here today due to some weapons training that he was unable to
reschedule. He has designated a replacement who has not yet arrived.

AG CORTEZ MASTO:

Thank you. We have new appointees Greg Brower, the new United States Attorney from the
Department of Justice, joining us well as Special Agent in Charge Richard Shields who is with the
United States Secret Service.

A roll call of the Advisory Board verified the presence of a quorum.
Agenda Item 2 — Welcome to new members.

AG CORTEZ MASTO:
Thank you. | welcome all of the Advisory Board members and we all look forward to working with
you this coming year.

Agenda Item 3 — Discussion and approval of minutes from December 14, 2007 Advisory
Board Meeting. Explanation of minutes production process.

Motion to approve the minutes was made by Sheriff Doug Gillespie and seconded by Bill
Uffelman.

Motion to approve minutes passed unanimously.

AG CORTEZ MASTO:
Are there further discussions under this Agenda Iltem?

MR. EARL:
Madame Chair, | ask for a minute to explain, particularly to the new Advisory Board, how we try to
deal with the minutes.

We have found, over the last Legislative session, that having precise and near verbatim minutes
is really an asset when we are responding to questions from the Legislature. It is our objective to
make those near verbatim quality minutes available to Advisory Board members within about
seven to ten days after a meeting so that you can review them while the meeting itself remains
fresh in your minds.

We would like to get corrections from you within 14 days which is a bit of a change from the
distributing email that was recently sent out. After 30 days, the time required by the Nevada Open
Meeting Law for minutes to be available to the public, we would like to continue to have them
available to the public via the website. Thereafter any use of the minutes in the newsletter would
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be appropriate. If that meets with the approval of the Advisory Board, that is how we will continue
to work with the minutes.

Agenda Item 4 — Report regarding Northern Task Force Activities.

AG CORTEZ MASTO:
Mr. Earl, because we have new Advisory Board members here today, would you please explain
how we handle Agenda Item 4 and 5 before we proceed with the reports?

MR. EARL:

These particular Agenda Items have existed traditionally and are divided in presentation by the
North and the South regions of the State. It may be appropriate, given the fact that we now have
additional agencies, some of which have activities in both the North and the South, in the future,
to merge them into one Agenda ltem.

Essentially this is an opportunity for any of the law enforcement agencies that participate in Task
Force activities, or related prosecutions since we now have the U.S. Attorney as a member of the
Advisory Board, to outline in a report what their activities are.

These reports provide other Advisory Board members with an opportunity to understand what is
actually going on at a Task Force level and understand what investigative agencies are doing. At
the same time it provides a record of activities that can be used to explain to Legislators during a
Legislative session exactly what Task Forces are doing and how their mandates under the
Statutes are being achieved.

However, it is really up to individual law enforcement agencies to report what they think is
appropriate in the “tech crime” area.

These meetings are, of course, public so virtually all of the agencies are very careful not to
disclose ongoing investigations. Even in those investigations which have closed, they need to be
mindful that they are speaking to a public audience and not necessarily only to the audience that
is here in the room.

AG CORTEZ MASTO:

Thank you. With respect to the report regarding the Northern Task Force activities, typically we
would have a report from the representative from ICE in the north. At this juncture, | am not sure
whether or not there is a representative who is prepared to talk about that.

We now have Sheriff Haley joining us. Sheriff, because you are new to the Advisory Board we
would definitely understand if you would like to take a pass on this now and wait and see how we
have traditionally discussed these items.

SHERIFF HALLEY:

| will take a pass on this for now. | did meet with the Director of this Advisory Board and we went
through all of the policies, procedures and the new changes to the Nevada Revised Statutes. |
met with members of my staff who are participating in various “tech crimes” activities and | am
becoming more familiar with how that relates to this group.

AG CORTEZ MASTO:
Thank you. Let us move on then to Agenda Item 5.

Agenda Item 5 — Report regarding Southern Task Force Activities.

AG CORTEZ MASTO:
Let me mention someone | have here today who is a representative from my office. Greg Smith is
the new Chief of Investigations and he will be working with the Task Forces both in the north and
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in the south. We also have Conrad Hafen who is Chief of my Criminal Division and he is an active
participant with us in discussions of this Advisory Board.

With respect to the Task Force in the south, are there any members who have any comments or
reports to give at this time?

SA VANDERSTELDT:
| am Special Agent Eric Vandersteldt with the FBI and | have some comments | can make
regarding this Agenda ltem.

First of all, | would like to thank Mr. Jim Earl, Mr. Greg Smith and Ms. Jill Mitchell for paying our
office a visit last week to see where we live and work. It was a very cordial visit and | appreciate
that they took the time, especially the folks from up north, to come down to see us.

| would also like to introduce Sergeant Troy Barrett with Las Vegas Metropolitan Police
Department (LVMPD) who is on the Internet Crimes Against Children Task Force (ICAC). They
are co-located with us at the Southern Task Force here. Troy brings a number of excellent
qualities with him to that position and | want to thank LVMPD for putting him in that capacity with
us. We look forward to working with him.

Since the last Advisory Board meeting, we have had several cases that have culminated in
indictments, arrests and convictions. Due to the same reasons Mr. Earl had mentioned earlier, |
cannot go into pending investigations but | can point out a couple of cases here to give you an
overview of the type we do work.

A subject who had posted and shared photos depicting child pornography utilizing a Photolsland
account pled guilty and was sentenced to the mandatory minimum of five years in prison.

Another subject was charged with advertising child pornography under a Federal Statute
pertaining to that issue, which carries a mandatory minimum sentence of 15 years in prison. To
my knowledge this is one of the first times that we have used that statute here in the District of
Nevada. It carries a very significant penalty and it is a very good tool for federal law enforcement.

Those are the only two cases | would like to mention at this point. Computer forensics have
always been a topic in these agenda items and | would like to point out one area related to the
this. During the period from the last meeting to this meeting we performed forensic analysis of
data exceeding eight terabytes on more than two dozen cases. To put that into perspective in
terms of how much data that is, one terabyte would hold about one billion business letters.

In conclusion, | would like to also thank everyone who was involved in the selection and the hiring
of the computer forensic examiners that the State of Nevada hired into the Attorney General’s
Office. We have one working with us named Bill Capps, who is off to an excellent start. We really
appreciate all the effort that went into his selection, hiring and placement with us.

That is all | have and now | will turn it over to Sergeant Barrett.

SERGEANT BARRETT:

| am Troy Barrett with ICAC Metro. Nothing specific but we have a few ongoing investigations
with a couple of search warrants. Examinations have to be completed before we actually get
approval for probable cause arrests. We have a trial coming up in two weeks which is another
federal case. We are also going to start to do some more local charges instead of federal.
Federal carries more weight in the way of prosecution and time served then local cases usually
do, but we are getting ready to start a relationship with Jim Sweeten, who now is one of our new
Team Chiefs, to see what we can do about charging people locally instead of just going federally.
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AG MASTO:

Are there any questions from the Advisory Board? Hearing no additional questions, let me ask the
gentlemen a quick question with respect to the Internet Crimes Against Children. | know during
the last Legislative session, we passed some state laws allowing some undercover work with
respect to those activities. Are there any other laws or other types of tools that you may need to
carry out the functions of your office?

SERGEANT BARRETT:

Just recently the United States Department of Justice (US DOJ), who gives us funding each year
for training and equipment, did a quality of review process and came down and made some good
recommendations in the realm of undercover work. We cannot go into tactics, obviously, but we
are going to be bringing an individual down who is an expert in this from Wyoming. He will come
down and train each one of the four investigators that | have on my team and we will open it up to
some of the affiliates that we have. Of course, those affiliates would be Washoe County, Elko
County and our new affiliates of Henderson and Mesquite. | also have a couple of other affiliates
who are waiting for Memorandums of Understanding to get signed by the Sheriff. Those affiliates
are Sparks, Carson City and, | believe, the School District Police in Washoe County also.

We are in the realm of getting everything set legislative-wise. | cannot think of anything else off
the top of my head. | am sure something will come up and | will definitely approach you at that
time if we are in need of assistance.

AG MASTO:
Thank you, Sergeant Barrett. Are there any other members of the Southern Task Force who
would like to speak at this time? Greg Smith, please go ahead and speak.

CHIEF INVESTIGATOR SMITH:

We recently filled our last computer forensic examiner position. He will start on April 21, 2008 and
be located at the Secret Service office in Las Vegas. He comes with quite a bit of experience and
we look forward to having him as the final member of our task force.

AG MASTO:
Thank you, Greg. Are there any other comments? Hearing none, we now move on to Agenda
Item 6.

Agenda Item 6 — Overview of Infragard and activities of the Sierra Nevada Members
Alliance (the Reno chapter of Infragard).

MR. IRA VICTOR:

Thank you, Madame Chair and members of the Advisory Board. My name is Ira Victor and | am
President of the Sierra Nevada Chapter of the FBI Infragard which | will get to in a moment. First,
| have just a little bit of business.

Mr. Tom Clark was going to be speaking to you today but | received an email from him on my way
here. He is ill with the flu and has asked me to make some comments in his absence today which
| will present to you from his email thanks to Blackberry.

For those of you who may not have heard of Infragard, | will give a brief introduction of our
organization and how we might be able to help the Advisory Board.

Infragard is spelled I-N-F-R-A-G-A-R-D. The joke in the group is “the only thing missing is U”.
Infragard is designed to protect the nation’s critical infrastructure. It is a program of the FBI. The
feel of the FBI when Infragard was first started was whether it was drinking water supplies;
communications systems; the Internet; the banking system; the chemical industry; the public
health system; or the transportation systems, for example, all of these systems are critical to the
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nation’s health and securing those systems becomes important especially in a post 9-11
environment.

The federal government felt that since most of that critical infrastructure is run or controlled by the
private sector that the government could not possibly protect it with only government resources. It
needed to have a cooperative effort between the private sector and the public sector to protect
these critical infrastructures.

The Infragard organization is based with each FBI office around the country. There are about 130
plus chapters nationwide with between 20,000 to 25,000 members. The number continues to
grow. Members are private sector and public sector people who come together to facilitate
communications about infrastructure security needs. We have also created a subject matter
expert database. When there is a subject matter expert needed in a particular area, then the
Infragard program can utilize members in that specific field of expertise for law enforcement
members to call upon for help.

| can speak in detail as President of our chapter in northern Nevada. Generally, we meet in public
every quarter although sometimes we have confidential meetings. Typically we host speakers
and seminars to facilitate the communication between public and private sector on these critical
infrastructure issues.

All of the members of Infragard have gone through an FBI background check process to make
sure that we do not have any rotten apples in the satchel. As | stated, sometimes we do have
confidential meetings that are not open to the public where more sensitive information is shared
and discussed with the members.

There is an abundance of academic research that indicates that when people in the private sector
communicate with members of law enforcement about threats, then law enforcement is able to tie
together patterns and go after the bad guys.

For example, the private sector members may see something happen here in Reno that appears
to be a certain type of attack or threat that may seem to be minor and insignificant. If we share
that with our law enforcement partners in Infragard, they may be able to connect that behavior to
something within their own databases and go after the bad guys.

One of the reasons | am here today is to offer the services of Infragard and our members to help
the members of this Advisory Board. The issues out there are getting rather complex, especially
the cyber crime and Internet issues. The technology changes very quickly. The types of attacks
that the bad guys use are always changing. It is a challenge for everyone to stay one step ahead
of the bad guys. It is especially a challenge for government, which has to go through its normal
processes. Government may be a little bit slower than criminals or bad elements when it comes
to maneuvering.

We want to offer our help and assistance today, and at any time, with issues that have to do with
critical infrastructure and security. Of course, it could be as little as answering a short question in
an email to something that is more in depth.

Although we have also some information about potential bills for the next Legislative session for
review shortly, this invitation for assistance is extended to you anytime throughout the year.

Finally, | want to bring up an area of concern that we are following at Infragard that has to do with
breach disclosures. It is a really growing issue. There are questions about when there is a breach
and how it should be disclosed and what different details should be included. Without getting into
the weeds of that today, | just want to bring up an example that was in the news recently.
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A student at Harvard University became aware there was a lack of security surrounding student
information. So, on his own, he hacked into the Harvard computer network and copied a lot of
sensitive student information. He then redacted the Social Security Numbers and other
information that bad guys could use and posted that redacted version on the Internet to send a
message to the university of “wake up!”

This brings up a whole hornets nest of legal issues. This is an example of the type of activity that
is going on out there: bad guys acting badly and good guys acting in a positive way and then
people who seem to be good guys acting in a way that appears to be good. | do not want to get
down into specifics of this example. | brought this up to highlight the complexity of the issues that
we are all facing here and how Infragard can help the Advisory Board and answer questions
about these complex issues.

Let me also share what types of members are involved in Infragard. We have an incredibly
diverse type of membership. If anyone on the Advisory Board knows of anyone who might want to
join Infragard, there is no cost to join. The FBI picks up the cost of their background records
check.

We have members who are in law enforcement at the federal level such as the FBI but also from
the County Sheriff’s office and local police departments. We have someone from the Washoe
County Fusion Center. Members come from the University of Nevada Reno academic
community, the local power company, the water authority, the gaming community, the banking
and financial services community, for example.

Think about critical infrastructure that has information that could be valuable for the bad guys to
get their hands on to disrupt services and industry. Those are the types of people who are on our
board and are members of our organization.

AG MASTO:
Thank you, Mr. Victor. Are there any more questions?

MR. ABNEY:
Thank you, this is Tray Abney. Our agenda mentions that Infragard has been the subject of
inaccurate criticism in the blogosphere lately. Could you speak to that?

MR. VICTOR:

There was a story that appeared in a magazine. | do not know if it was a print magazine and a
website magazine or website only. | do know it was not a “Time” magazine or one of the more
traditional mainstream media sources. They did an interview with someone who claimed that they
were a member of Infragard. A reporter quoted this person saying that Infragard members have
the ability to “shoot to kill” or something really goofy. That may not have been a real Infragard
member who was interviewed because we do not get into firearms at all. Firearms are not on our
list. We are not issued firearms. Infragard has nothing to do with firearms.

So either that person was not in Infragard or that was a person who had been in Infragard who
was making a sarcastic comment that was taken out of context. There has been a lot of chatter
on the Internet about this with insinuations that somehow Infragard is some sort of “Skull and
Bones” secret society and we are like “007” guys running around with “shoot to kill” licensed
ability.

None of those stories or rumors are true at all. As President of the local Infragard Chapter, | can
assure the Advisory Board of that.

AG MASTO:
Thank you, Mr. Victor. Are there any further questions or comments regarding this subject for Mr.
Victor?
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ASSEMBLYWOMAN PIERCE:
Just to be clear in my mind, we are talking about any kind of infrastructure here. We are not just
talking about technological infrastructure?

MR. VICTOR:

That is correct. Let me read from Infragard material from the FBI. This is what the FBI classifies
as critical infrastructure: agricultural and food; banking and finance; chemical; defense; industrial
base; drinking water and waste water treatment systems; emergency services; energy;
information technology (such as the cyberspace world); national monuments and icons; postal
and shipping systems; public health and healthcare providers; telecommunications; and
transportation systems.

So it addresses both physical security and cyber security around those industries. That was a
very good question, Assemblywoman Pierce. Thank you.

AG MASTO:
Thank you, Mr. Victor. Are there any further questions or comments from Advisory Board
members? Yes, Mr. Earl, please continue.

MR. EARL:

| have been to most of the Infragard meetings of the Reno Chapter since | have been associated
with the Advisory Board. | think that Mr. Victor has downplayed both some of the activities that |
have seen and his own leadership role in Infragard.

Typically, what happens in an Infragard meetings is that several of the Infragard Board members,
and Ira is always one of them, will give about a 15 to 20 minute presentation on threats that have
emerged over the last meeting period. Sometimes, these presentations are very explicit and
make sense to folks with considerably more Information Technology (IT) background than | have.
These presentations are designed to share Ira’s and the Infragard Board’s information with all of
the public and private sector members in attendance. This allows everyone to be brought up to
date with regards to ongoing threats.

In the Reno Chapter, Ira has managed to attract some outstanding speakers who we probably
would not have the opportunity to hear from otherwise. My favorite speaker, of course, was
Sheriff Haley who spent some time at one of the recent Infragard sessions explaining what he
perceived as local threats in the northern Nevada area.

Another past presenter was the Central Intelligence Agency (CIA) Station Chief who was part of
the first team into Afghanistan and was followed only afterwards by teams from Delta Force. He
discussed some of his experience in Afghanistan and what he was able to read from that into
what he perceived as potential threats directed against the United States today.

The last truly spectacular speaker that | heard was a gentleman who had his identity stolen while
he was dying of cancer. The good news is that he became sufficiently upset about the whole
thing and it probably kept him alive. Eventually, from his hospital bed, he tracked down the
perpetrator who turned out to be employed at one of the specialty hospitals where he had been
treated. The perpetrator had read this individual’s medical records. He knew the patient was
going to die and assumed his identity and committed a series of financial fraud crimes while the
patient was still alive.

At the time, because of how sick this victim was, he had great difficulty attracting the attention of
law enforcement to his predicament. He was finally successful and related the story to the
Infragard Reno Chapter members. | have stayed in touch him and at some time in the future it
may be appropriate to ask him to speak the Advisory Board if we can work it out with him to make
the trip from Silicon Valley over the mountains to Carson City.
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AG MASTO:
Thank you, Mr. Earl. Mr. Victor, thank you very much for your presentation.

Before we move on to the next agenda item, for the record | want to welcome SAC Steve
Martinez from the FBI who has joined us and SAC Richard Shields from the US Secret Service
who has also joined us down here in the south. Thank you.

MR. EARL:
Madame Chair, we also have just been joined by representatives from the Reno office of
Immigrations and Customs Enforcement and will ask them to introduce themselves.

SA BERGIN:
Thank you, my name is Special Agent Bill Bergin with Immigrations and Customs Enforcement.
Thank you for having me here today.

SPECIALIST JONES:
Hello, | am Janice Jones, Mission Support Specialist from the ICE office in Reno. Thank you for
having me here also.

AG MASTO:
Great, thank you for joining us. Let us move to Agenda ltem 7.

Agenda Item 7 — Presentation on capabilities of i2 software in support of local law
enforcement.

AG MASTO:
Ms. Mitchell, who is one of our newly hired Attorney General’s Office (AGO) tech crime positions
as analyst, is going to be giving the presentation.

Let me just stop you before you get started. It is my understanding that we want to thank the FBI
for assisting you with printing the maps on their plotters that you are going to be presenting to us
today. Is that correct?

Ms. MITCHELL:
That is correct. The FBI was gracious to loan us their plotter to print that out. | will be talking more
in depth about that in just a little bit.

Good morning. | would like to thank everybody here for your time to allow me to come here and
let you know what | have been up to since | was brought on staff in December. Some of you |
have met previously at the last Advisory Board meeting and also, recently, on my trip down to Las
Vegas. There are some of you whom | have not had the privilege of meeting.

As an introduction, my background is all law enforcement and | have been in the law enforcement
community for about the last 17 to 18 years. | was a police officer in Nebraska which led me to
the intelligence division of the Nebraska State Patrol for about seven or eight years as a crime
analyst. Then | spent the last four years before | came here to Nevada as a trainer and a
consultant for an investigative analysis software company based out of Washington D.C. called i2
Inc. That company produces the investigative analysis software that | am currently using.

One of my duties as an AGO analyst is to analyze the Internet Crime Complaint Center (IC3)
reports that the Attorney General’s office and other local law enforcement offices receive from the
National White Collar Crime Center (NW3C), which is part of the FBI.
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These are sent to us via email and we average anywhere between 150 to 200 reports a month. |
have utilized the i2 analytical software to build a database of this information. | am populating this
database with all of the information from these numerous reports.

| did bring some really quick statistics for you to date. As of today, | have about the last six
months of data in the database which covers from August 2007 to February 2008. There are
about 1,100 people in the database; 1,100 addresses; over 1,000 email addresses; 900
telephone numbers and over 200 website addresses.

Now, something to keep in mind is that this is just the IC3 data. This is not anything that is being
received from the Federal Trade Commission (FTC). This is just the IC3 data.

| broke the IC3 data down a little bit by northern Nevada and southern Nevada as far as total
losses. A ballpark figure for a total loss based on these reports from northern Nevada is about
$340,000. and a ballpark total loss for southern Nevada, a much larger population area, is sitting
at about $1.5 million.

| want to give you an idea about just how large this problem is. Using the investigative and
analytical software package allows us to is look at all of these Internet crime reports as a whole,
not just individually. When we look at them individually, we might not see any patterns and we
might not see any commonalities. When we are able to look at everything as a whole we can
really start to see the big picture. We can see how all of these websites and all of these email
addresses and some of names are connected together. We can see the commonalities.

The i2 database application is called a relational database. It gives us the opportunity to see the
commonalities such as to see that a particular address is connected to more than just one
complaint. We can actually see that an email address has been received three or four times in
three or four different complaints.

This tool provides us with an opportunity to see the bigger picture. It is also a way to identify
problem areas a little bit faster.

Let us look at the chart that you have in front of you. What you are looking at is data that | actually
pulled out of the database.

Now, | will tell you straight up that because this is a public meeting, all the pertinent data on that
chart has been changed. | changed the names, the email addresses, the phone numbers and the
addresses. However, what you can still see are the connections. All the lines and how everything
is connected together actually do exist in this case.

Again, if you look at just each individual report, it doesn’t really seem like a lot. Maybe you have a
victim here who has lost $1,100. and another who lost $1,300. over here and another with $400.
over there. When you start looking at those as a whole and bring those all together to see a
bigger picture and start adding up all of those dollar values then that is a way to help identify a
problem.

What is happening in the particular example case is fraud related to non-existent items.
Perpetrators are posting false ads on the Internet. People are surfing around the Internet. They
like an item and decide to purchase it. They may wire transfer the money or they may send a
money order. Once the perpetrator has the money, they vanish and are never heard from or seen
again. So you have all these different victims who are out of thousands and thousands of dollars.

Another thing of interest is that as you start going through all of these different kinds of reports,
you can see that some of these perpetrators are actually using their real names, addresses,
phone numbers and email addresses. We do have some things that we can look at from an
investigative point of view to try and establish a case against some of them.
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The sample chart was produced by the Investigative Analysis software package. | spent the last
four years of my career as a trainer and a consultant for that particular software company and
traveled all over the world to help different law enforcement and U.S. military installations with
their data.

What is nice about the Attorney General’s Office having this software application is that there are
a lot of other law enforcement agencies within the State of Nevada using it. This makes it easy for
us to share information. The FBI uses it. Las Vegas Metropolitan Police Department uses it. The
Secret Service uses it. Reno Police Department uses it and the Nevada Department of Public
Safety uses it.

| have currently established liaisons with a lot of the analysts with the FBI in the north and in the
south and the Secret Service. | am working with Sheriff Haley to get in and meet with people at
the Washoe County Fusion Center. | plan to visit the ICE office and the Secret Service in the
north too.

Since these different law enforcement agencies use the same software package, | have agreed to
use my software expertise to assist the other analysts and investigators using the software. This
way we can develop a rapport with all of these agencies and start sharing all of this information to
really work cases together.

Now for agencies without access to that software application, we can still share the information.
Number one — we can print a case chart off into a pdf (portable document format) and send it off
in an email. That agency can also download the i2 software reader that supports this application.
Itis called Chart Reader and it works very similar to Adobe Reader. It is a reader that can be
downloaded for free from the Internet. Then we email them the charts and they have the ability to
actually see the chart in electronic format. They can zoom in and zoom out. They can even print
the chart off if they need to. Again, sharing the information is what we really want to do so we can
work together.

Now, because of all of this and because | am relatively new in this position and | am just now
starting to get out and get to know all of my counterparts, there may be a couple of things that all
of you as Advisory Board members can help me out with.

| have limited access to some of the resources to try and identify some of these people,
addresses, phone numbers and email addresses. This means the results are no better than the
scope of the data that other analysts or | have access to.

| am asking some of you on Advisory Board if there might not be some things that you can do to
help me gain access to some of the other resources that are out there to use. A couple of them
that | am interested in would be the Financial Center (FinCen) database of the banking industry.
This would allow us to search for Suspicious Activity Reports (SARs) and Currency Transaction
Reports (CTRs). Another database that would help would be belonging to the Nevada
Department of Motor Vehicles.

Sheriff Haley, maybe you could help me out on this one. | do have access to your Tiburon system
but only in a limited capacity. | cannot download the booking photos, and, if there is an additional
report that is connected to one of the entries, | cannot view the report. Maybe that is something
that you and | can work on together with your Lieutenant.

| do have some contacts at the Reno Police Department but | do not know if they have any type
of “Intel” database. At this point, most of the people | have been dealing with over there right now
are in the administrative sector. | am currently working with the FBI down south to try and get
access to some of their resources. | think that will probably happen because | do currently hold a
top secret clearance level from the FBI.
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Another resource that | am interested in is called SCOPE which is the “Intel” database that |
believe Las Vegas Metro uses. If there is anything that the Advisory Board members could do to
help me out that would be wonderful.

Thinking long term, something that we could all do together is to someday convince NW3C and
IC3 to provide the data in an electronic format instead of sending it in a Word document. That
would speed up the process of getting the information into the database so that | can analyze it.
At this point, they tell me that they just do not have the capabilities but down the line that will
change.

Also, something else that we need to be thinking about it the data that | have given you on the
chart sampile is strictly from the IC3 information. That does not include any of the FTC
information. The problem is that the FTC does not push their data out to law enforcement. Maybe
that is something we need to look at a little bit further down the line.

SHERIFF HALEY:
| have a question. First of all, are you familiar with Zanalyst?

Ms. MITCHELL:
Yes and no.

SHERIFF HALEY:

Then maybe you will not be able to answer my next question. We have that particular system
because we are on a Tiburon database. | do not know if there is any connectivity or ability for our
Tiburon database to be moved to i2 easily or can it be moved from Zanalyst to i2?

Ms. MITCHELL:
That | do not know because | do not know how Zanalyst is set up on the back end. That is
something that | would like to find out if that is possible.

SHERIFF HALEY:
What it would require is for us to have two of these analytical tools which are costly and the
licenses are costly.

Ms. MITCHELL:
| completely understand that. Maybe when | meet with your group at the Fusion Center, we can
discuss that. Let us see if we can work that out.

SHERIFF HALEY:
Thank you.

Ms. MITCHELL:
That is basically all | have to present to the Advisory Board today. If there are any questions, |
can take those right now.

Ms. JONES:

Hello, I am Janice Jones from the Reno ICE office. | imagine a lot of my questions could be
answered if we could set up a time for you to come up to our office and meet everybody. Maybe
we can exchange cards after the meeting today. | use the FinCen database and | can give you
my contact. | think that is also the federal contact, but | do not know what the guidelines are for
sharing that database. We can start by contacting them and see what we run into to get you
access.

Ms. MITCHELL:
That would be wonderful. | would appreciate that assistance. Let us definitely exchange cards.
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Ms. JONES:

Also, are you suggesting that other agencies purchase a license in order to access the i2
database to conduct our own searches? Or are you suggesting that we pose a request for search
through the software company and then just read it? | am a little confused about what is being
suggested.

Ms. MITCHELL:

We are not at that level yet. | suggest that if you or any of your investigators are interested in the
IC3 data | have compiled, please contact me. | can query the database for them. The database is
not in a format yet to be shared and there would definitely be some financial costs to do so. For
right now, it would be best if we would just work together. If you have a name or an email address
that you want to check on then just give me a call and | will query what | have to see if that is in
the database and then we could go from there.

AG MASTO:

Thank you. Are there any further questions from the Advisory Board members in the north for Ms.
Mitchell? Alright, hearing none, are there any further questions from Advisory Board members in
the south for Ms. Mitchell?

SAC MARTINEZ:

This is Steve Martinez from the FBI. | am really excited about the fact that Jim had the vision to
get this ball rolling. In my former capacity as the Deputy Assistant Director over the FBI cyber
division, which has the IC3 program, we were often asked by the United States Congress about
what was happening with the referrals of this information that is getting kicked out there.

We had a very difficult time answering that question because there was not a good feedback
loop. We knew a lot of good information was going out to state and local law enforcement
nationwide and we did not often hear back.

This to me is a great step forward in starting, at least at a minimum, to get a better handle on
what the crime problem is in some of these areas and then using that to start making decisions
about resources and whether or not we can start to aggregate cases to meet certain thresholds
for example.

The fact that we have gone down this road really starts to validate a lot of the time and effort that
the FBI put in to get IC3 up and running with the support of Congress. | think we are much better
off as full participants now here in Nevada.

Also, because | do have some contacts still set back there, | would like to offer an opportunity for
you to get back to Washington D. C. You could sit down with the IC3 folks so that they can run
you through the entire capabilities to give you a good handle on it. This is something that we can
probably help facilitate. If you have a moment after you have your feet a little more wet, | think a
trip up there would be a good opportunity for you.

Ms. MITCHELL:
That would be great and thank you for the offer.

AG MASTO:

Thank you, SAC Martinez. Are there any other questions or comments from the Advisory Board
members in the south? Hearing none, | also offer to Ms. Mitchell at this point, that if there is any
information that you need from the State such as the Department of Motor Vehicles, you can work
through our office. Several of my attorneys represent the various State agencies so we would be
happy to work with you to get the information if it is available for your access. Thank you so much
for your presentation, Ms. Mitchell.

Ms. MITCHELL:
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Thank you and thanks for your time.

AG MASTO:
Alright, we move on to Agenda Item 8.

Agenda Item 8 — Legislative Issues:
a. Statutory proposals responding to concerns initially identified by LVMPD.

MR. EARL:

As an update, at the last meeting there was a presentation by Sheriff Gillespie and several
members of his staff and from that flowed a working group that was established with Attorney
General Office personnel, some Lieutenants from Metro and me. We wanted to address some of
the concerns that were identified during that presentation.

The first concern was the difficulty in obtaining information from Internet Service Providers (ISPs).
The particular background paper containing statutory draft language remains a work in progress.
However, our initial assessment is that the difficulty actually flows from the fact that the Nevada
Statute dealing with how to obtain information from ISPs did not meet the federal test.

Essentially what has happened is we are into a problem of federal preemption where a national
ISP such as AOL (America On Line) or Google or AT & T would receive a request where local law
enforcement had complied with Nevada Statute, which required only a subpoena. Then their legal
counsel looked at what was being offered from law enforcement in Nevada and looked at the
federal law and found that it did not meet the standard established for State proceedings under
federal law.

This paper (Attachment 8a) outlines that particular problem and represents our best attempt at
this time to update the Nevada law but to do that in a way that is relatively intelligible to the
individual law enforcement officer. Mostly small to medium sized law enforcement organizations
in the State do not have immediate access to an attorney on their staff. We wanted the particular
Nevada statutory language to be as readable as possible and, certainly, more readable than the
governing federal law.

We have a request out to the Council of Prosecuting Attorneys to obtain some input from them as
well. | would be glad to take questions or answers, but at this particular time, this does remain a
work in progress.

The second piece of legislation that flowed in a similar manner was that Sheriff Gillespie and his
staff indicated that they perceived a growing problem with criminals using electronically
reconfigured hotel room keys. This occurs by replacing the electronic information on a magnetic
strip with information which had been stolen from credit or debit cards that came from a variety of
sources.

That led us to look at the statutory language dealing with debit and credit cards to ensure that it
was broad enough to cover those instances where an actual credit card was not being used. In
an attempt to bullet proof that particular problem there are some proposed changes that we
continue to consider. These have been passed on also to the Council for Prosecuting Attorneys
for their advice and input.

Another concern that was expressed and is also embodied in the second paper is about the
length of sentences that was allowable for certain types of frauds. We did not address that across
the board but we did look at the type of frauds that were described at the last meeting. Some of
the penalties associated with fraudulent credit card use and forgeries associated with credit cards
were increased. We wanted to address attempts to make or, in some other way, use information
on a card that was derived from another source.
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The third area that is not represented here by a separate piece of paper is that there was concern
and an interest expressed in trying to look at a new Nevada statute which would be patterned on
the gang statute. It would allow for an enhanced penalty if a perpetrator were found to use
fraudulent materials and fraudulent credit cards as part of an overall scheme. At least to date, we
have not been terribly successful in doing that and there are some good reasons for that.

With the increase in penalties that we are looking at proposing for credit card related frauds in
general, the need for a penalty enhancement goes away. Moreover, statutes, such as the gang
participation statute, typically read in such a way so that the enhanced penalty runs concurrently
with the penalty that has been adjudicated for the underlying crime. So adding a comparable
statute dealing with very loose affiliations in credit and meth rings might not increase actual
penalties.

| think that is all | have with regards to Agenda ltem 8a. If there any comments and suggestions,
then great, but as | have said, we are still working on this.

AG MASTO:
Thank you. Are there any comments or questions from the Advisory Board members?

SENATOR WIENER:

Jim, as you are reviewing these issues and coming up with draft language, are these drafts for
the Attorney General to bring forward as bills through her office or are these potential bills that
you want us to carry as individual Legislators? As | ask this because some of these are issues
that | have carried forward in the past.

AG MASTO:
Actually, | can say that we have not discussed that so | am amenable to any format on how you
want to handle that, Senator Wiener.

SENATOR WIENER:

| am offering because | have carried similar bills. In fact, | shared with some children who | visited
with in schools the other day about early involvement with identity theft related to the swipers and
re-encoders. | carried some of the original legislation on that which included even having the
possession of one of those would be the presumption of using the device to steal identification
information off a credit card. So, | have worked this issue before and | am volunteering to move
forward with this.

AG MASTO:
| would be happy to defer to you, Senator Wiener. Are there any other questions or comments
from Advisory Board members?

MR. UFFELMAN:

Jim, are you comfortable with me sharing this document with VISA and others in the card industry
to make sure there are no enhancements that they may want to add? Is this a work in progress or
are you comfortable that you have finished the work?

MR. EARL:

It is a work in progress. This means that we have not locked it into stone. It is not close to a Bill
Draft Resolution (BDR). We are still waiting for input from the Prosecuting Attorneys group. | have
no difficulty with you sharing it with members of your organization and the broader banking
community. | would be open to any suggestions that they think may be appropriate in light of their
experience. It is perfectly possible that we have missed something or have drafted the new text in
such a way so that it may cause some problems that we simply did not see. | think that would be
a really good thing to do.
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MR. UFFELMAN:
| will send it out to the Electronic Payments Coalition this afternoon.

AG MASTO:

Thank you. Are there any other further questions or comments on this subject? Hearing none we
will move on to Agenda ltem 8b and presenting this is Mr. Ira Victor or Mr. Tom Clark. Is that
correct?

b. Issues related to the October 2008 entry into force of NRS 597.970 requiring
Nevada businesses to use encryption when transferring personal information.

MR. VICTOR:
Or it may be Mr. Victor and Mr. Victor substituting for Mr. Tom Clark due to his iliness. Thank you,
Madame Chair.

First, as President of Infragard, | have been in communication with Mr. Clark and | work in the
field of information security working for an information security consulting firm. So this particular
cyber security area is one that | have a lot of expertise in, especially in encryption, which is
hairball of an issue to understand.

When someone makes a claim that something is encrypted that does not necessarily mean that it
is truly difficult to read. There is a lot of confusion about this topic. One of the community services
that we are doing in Infragard next month on April 17" in Reno is that we are having an entire
seminar with an encryption expert to just explain what it means when something is encrypted and
when that term is appropriate to use. So if any of you want to know about that, | left my business
card with the secretary. Please feel free to email me and | will send the information to any of you
or anyone you make think may want to attend that meeting on April 17",

Let me also talk about the discussion that Mr. Clark and | had because he has reached out to me
in an effort to get some understanding about these different encryption issues and how Infragard
can provide information in the just the way | spoke about in my previous testimony.

In that light, here is the note that Mr. Clark sent to me today. He wants to apologize for not being
able to attend the meeting today. He says he feels like he is suffering from a strain of bird flu. |
am reading this verbatim from his email. He would like the Advisory Board to know that he will be
getting back to you because he is working on some draft language for a bill related to this topic.
He expects to get back to you next week. This would be regarding amendments to Nevada
Revised Statutes 597.970, the encryption related NRS. This is in the context of the 2009
Legislative session and he wants to make it have some clarification and to make it more clear for
businesses so that they know what they need to do to comply with the law.

The current law states, in essence, that when data is transmitted electronically between two
parties, the information must be encrypted so that it is difficult for an intercepting party to read the
data, except in the case of faxing. If it is an electronic communication, except for faxing, the
information is to be encrypted so that it is difficult for an unauthorized third party to intercept and
read the information.

SHERIFF HALEY:
Would that exclude government and law enforcement? And, if so, that will be a problem.

MR. VICTOR:
No it does not. It includes law enforcement. There are a lot of issues and that may indeed be one
of them.

What it does mean is that it is difficult for a third party to read the encrypted information. For
example, there are programs that are available on the Internet for free that can decrypt weak
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encryption. There are flaws in the encryption that have been revealed. Somebody writes a
program either legitimately as a computer scientist to demonstrate that there is a flaw or
illegitimately because they are a bad guy and then that software inevitably ends up posted on the
Internet. So is that considered “difficult” or not? If you know where to go to download it and you
know how to install that software, you can decrypt the message. Is that “difficult” or not? That is
just an example.

There is another one. Faxes are excluded from the encryption requirement of the statute. Well, |
happen to have on my laptop right here a competitor to “eFax”. If someone were to send me a fax
right now, it would come to my laptop via my email program. It would be in a “cleartext” format. If
they were to send me credit card or social security numbers, anyone who is getting this electronic
traffic along the way on the Internet can open up that file. Is that a fax or is that an email? It is not
really clear. What is a fax versus what is a hybrid fax email? There is nothing in the current
statutory language to make that distinction.

Today is not the time to get down into some of the weeds of this issue. These are just some of
the examples that may mean there is a good reason to clarify the language so that businesses
and the appropriate public entities know exactly what to do to stay within the law and more
importantly, know what to do to achieve the goal of the law. We do not want someone who is
unauthorized able to see confidential information that is transmitted electronically.

| want to thank Mr. Earl for bringing up the gentleman who had his identity stolen while he was in
the hospital. His cancer is in remission, by the way, with his cancer. They used some
experimental blood treatment. He is a young man. | think he is only 38 or 39 years old and had a
rare form of blood cancer.

What we want to do is make sure that someone who is not authorized to see that gentleman’s
information does not see it. That is the goal of the law. We want to do what we can to make sure
that the language of the legislation meets the goal of the law. | will be assisting in any way that |
can with Mr. Clark and the Advisory Board as well in getting down in the weeds so that we can
have some clarification on that.

AG MASTO:
Thank you, Mr. Victor. Are there any comments or questions from members in the south? Yes,
Senator Wiener.

SENATOR WIENER:

Well, | am two for two because that was my bill too. It was part of an omnibus bill that | brought on
behalf of this Advisory Board and Ira and | worked on this with them. It was part of a very big
package and Bill remembers that we had some snags on this very piece two sessions ago. So |
will be very happy to carry this one too in order to take some of the potency out of those weeds. If
there is some model legislation or if there is some thing else going on in other states, let me
know. Ira and |, we were really in the forefront of trying to address this issue. We need to tweak it
and make it more workable so | will volunteer to do that again.

AG MASTO:
Thank you, Senator Wiener.

MR. VICTOR:
If I may, | would like to add a comment, Madame Chair.

Thank you, Senator Wiener, you are absolutely right that we are in unchartered frontiers here in
some cases. Fortunately, this legislation does not take effect until October 1, 2008. A lot of
organizations are just now getting their heads around it. | know what the reality is going to be. In
October, a lot of organizations are going to say “oh, what do we have to do now?”
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Unfortunately, based on past experience, a lot of organizations will not do a lot about this. So if
we can make this a priority for 2009 then we can get into a good place before we fall too far
behind.

AG MASTO:

Thank you, and then just to follow up with Sheriff Haley’s concern, Senator, would you be willing
to take a look and address the government agencies and our law enforcement and the impact of
this to them as well? Yes, Senator Wiener is nodding her head yes to my question. Thank you,
Senator Weiner. Mr. Uffelman, do you have a question?

MR. UFFELMAN:

| was just going to add on to what the Senator has said. Back in 2005, during my first session with
this bill, that provision initially said that we had about four months to come into compliance. |
fought long and hard to get it extended to October 1, 2008.

Then, of course, | went back to the banking industry and talked to their security guys and said
“hey, | can see that there is this problem”. At that time they said “not to worry, we will have it all
fixed by October 1, 2008”. Then, roughly three weeks ago, Citigroup contacted me and said “we
have a problem.” Also, State Farm Insurance | know has a problem.

The problem with encryption as all of you know is that the key has to be at both ends of the
electronic correspondence. | encrypt and you decrypt. This can be a problem, especially for the
financial service industry where they may not know who the customer is at the other end at the
moment that they have encrypted. How do they transmit the key to them to decrypt? Problems
like this have come to light. The unfortunate thing is that the law does take effect on October 1,
2008 and the next session does not start until February 2009. So we have almost a year of limbo
or six months of limbo that we could find ourselves in some deep trouble.

AG MASTO:
So the grace period was the delay of the effective date? Was that the intent?

MR. UFFELMAN:

Yes, that was the intent. The statute implementation was delayed by October 1, 2008. | suppose
we could have gone back to the 2007 Legislative session and said we were not there yet. | do not
think that anyone believed us except Senator Wiener and so here we are. This particular section
was handled by Assemblyman Bernie Anderson.

AG MASTO:
Thank you very much, Mr. Uffelman. Are there any other comments from members in the south?
Are there any comments or questions from members in the north?

MR. VICTOR:

Madame Chair, if | could comment on that? Again, | want to offer the services of Infragard. This is
an excellent opportunity for private sector of the banking community and anyone in the public
sector to know that Infragard is here to help. We have a meeting session coming up next month. |
do not want to speak for the entire Infragard board but | do not think we would get resistance to
offering our services or having another special event to help people in the State understand these
issues.

There are solutions to these problems. A big part of it is just understanding the intricacies of
encryption and then applying the appropriate encryption to the business or public sector problem.
So the solutions are out there. It is just getting the help and we are here to help do that.

AG MASTO:
Thank you, Mr. Victor, and thank you for the presentation. | have a request. If the Senator is
willing and everyone else who is working on this particular bill, once you come up with the draft
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language or amendment would you be willing to bring it back to the Advisory Board and give us
an idea? | am hearing yes and Senator Wiener has requested that any suggestions that Advisory
Board members have to please let her know as well.

So, thank you again, Mr. Victor. Alright, we are now moving on to Agenda Item 8c.
c. Reimbursement for breach-related costs, explanation and initial consideration.

MR. EARL:

By way of introduction let me first say that Ira brought to my attention initially a particular proposal
from Massachusetts that had at least some potential promise to deal with one of the suggestions
that Sheriff Gillespie made at the last meeting. That suggestion was to try and think innovatively
about how to modify the existing legal or economic regime in order to prevent crimes by putting in
place appropriate incentives. These incentives could lead to the prevention of disclosure of
information thereby preventing frauds associated with identity theft.

The particular Massachusetts statute which is laid out here in the background working paper in
bold print did not pass. In conversation, Bill Uffelman identified for me additional legislative
proposals in other states that bear some relationship to the Massachusetts statute.

Very briefly, under certain circumstances the statute would impose liability on a company that
was responsible for a data breach. The liability would enable banks to recover the costs
associated with having to close accounts or open new accounts and issue new credit cards for
people who were possibly affected by the breach. These alleged victims would complain to their
banks and credit card companies and say “look, my name is possibly on a list of identities that
have been compromised and | want to take these types of actions.”

Now, banks and other financial institutions suffer real costs as a consequence of that. This
Massachusetts statute | have provided as a basis of discussion was one of the first in the country
to deal with. Now, there are some problems with the Massachusetts statute as it was drafted.

If, for example, a state is willing to impose a regime which raises the cost to a company that has
suffered a data breach then that may act as a disincentive to that company to disclose the fact
that the data breach has occurred, despite the fact that state and federal law requires it. So one
of the questions that Ira and | have discussed is whether it is possible to tweak this statute or
develop another statute in such a way so that the particular disincentive to expose the fact that
the data had been breached goes away. Let me turn it over to Ira to talk more about it.

MR. VICTOR:

Thank you, Mr. Earl. As an information security consultant out in the field, | have seen countless
examples in which organizations have suffered a breach covered by a state or a federal law that
would require them to go public. The organization opts to “sweep it under the rug”.

Please understand that my role is like an accountant, | advise and give the information and then
our clients decide what they want to do with the information. So | have to sit silently in the room
while a discussion can go something like this: “well, we could find ourselves liable but it is going
to be difficult for someone who has an identity theft to trace the breach directly back to us.”

Ironically, because of the increase in cyber crime, we have a negative feedback loop. A breaching
company could argue that if customer Jane Doe is in our database and her information is
breached, Jane Doe could also have been a customer of TJ Maxx where there were 40 million
plus records breached. Jane Doe could have been a customer at Citibank, or some other agency,
on the list of agencies that have suffered millions and millions of records data breaches in recent
years.
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The discussions then goes: “well, how would Jane Doe prove that it was us due to the data in our
compromised database caused her damage? Therefore, it is not likely that we are going to be
sued so we are going to sweep it under the rug.” The conversations go something like that in
many cases within many organizations that experience data breaches.

Obviously this does a disservice to the citizens of Nevada. The citizens of Nevada should know if
their data has been compromised so that they can take prophylactic efforts to protect their
information.

Also, in a perverse way, there are companies that do come forward with breaches and it makes
them look worse than other companies. For example, let us take TJ Maxx since that is public.
Maybe Jane Doe decides that she is not going to go shop at TJ Maxx today. She is going to shop
at “Joe Maxx” today instead and “Joe Maxx” may have had more breaches than TJ Maxx but she
does not know that. This creates a moral hazard that acts to preclude “Joe Maxx” from coming
forward publicly with their breaches.

So the discussion has been, as Mr. Earl said, how to come up with a potential regime that would
incentivize the entity that has a breach to come forward quickly. This is a time issue as much as
anything else. When the bad guys get the information, as people in law enforcement know, they
will get a fake card or a fake identity out there in some cases on the very same day. They have all
the information and all of the machinery in motion to process the identity and create a brand new
identity somewhere else in the country, or the world, using that stolen information. So making a
fast disclosure is very important.

Maybe there is a way to say to entities in Nevada “if you come forward quickly — 24 to 36 hours
fast — then your liability would be capped on the damages that you would have to pay to banks or
financial services companies and entities who incur costs for shutting down their accounts.”

We could give them a little carrot and stick. It would be a helpful tool for me to have when
organizations are deciding to sweep it under the rug and are saying that maybe it will never get
out there. | could say to them that if we announce now, before the clock starts ticking, that they
are going to have lower costs than if they keep their fingers crossed and hope that no one is
going to sue. Maybe that would raise a few eyebrows in these meetings about whether the
organization should just come forward with it and help their customers be protected.

Anecdotally, when | go to businesses on the east coast or in California | notice at every corner

that there is a mega bank, Wells Fargo or a Bank of America. When | am here in Nevada there
seems to be a lot more smaller community banks here then in those larger east and west coast
cities.

It is the small community banks, | believe, that suffer disproportionately from these types of data
breaches. They do not have the slack, the staff, and the automated systems in place sometimes
to change accounts easily when a breach occurs. They have to go out and hire temporary staff.
They have to buy some new software or equipment to respond. They have a disproportionate
expense compared to some of the bigger national banks.

| think we would be helping those smaller banks who might not otherwise come forward with a
breach issue. Later, when the breach is revealed, the community banks are then scrambling. We
are helping those community banks with an expense that is rather large for them. That may be a
smart thing for us to do here in Nevada. This would make us a friendly place for those types of
entities to do business while protecting the citizen.

AG MASTO:
Thank you, Mr. Victor. Are there any comments or questions for Advisory Board members in the
south?
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MR. UFFELMAN:

Senator Wiener made mention earlier about the omnibus bill for 2005. It contains provisions that
relate to the disclosure of a breach and some aspect of it is built into the Gramm-Leach-Bliley
legislation — with the hold harmless provisions — if in fact the entity does disclose the breach.

There is an intertwining of issues here such as the action in Massachusetts that bankers there
initially took when they sued TJ Maxx over TJ Maxx’s failure to maintain any kind of security
system. Nevada law does not deal just with electronic security and not just with credit cards. The
Nevada Statute can also relate to health care records that includes personal information.

It was during the discussions of that potential disclosure of personal information, as | recall during
the session, that the Department of Motor Vehicles had a related incident in which someone had
driven through the wall at one of their locations and stolen a computer with personal information
on it. Amazingly, this turned up on the top of a building with a tarp over it like the day after the bill
was signed.

The problem that Ira has identified cuts both ways. Your typical community bank is calling the
card issuer named in the incident. For example, the Nevada Banker’'s Association corporate card
that | carry is issued by Black Mountain Community Bank, a small community bank over in
Henderson, but the reality is that it is a Wells Fargo card. They contract the services through
Wells Fargo.

About a year and a half ago, they had to replace it because there was a breach here in Las
Vegas. It was never disclosed as to who or what it was but, in fact, the disclosure hit the Wells
Fargo system. It may well have actually related back to the TJ Maxx data breach. So Black
Mountain had to reissue the card.

The irony at the time was that my present board chairman happened to be the President and
Chief Executive Officer of Black Mountain Community Bank and he was in my office lamenting
that they had to replace about 3,300 cards that cost about $20. to $25. a card in terms of labor
and the like. | told him to sue them because the bank could recover those costs. He said legal
action just was not something he would pursue. In effect, such losses are a cost of doing
business.

There is a thing called the “interchange fee” that is applied to every transaction that uses the
electronic payment system. Whether you use a debit card or a credit card, the rates are different,
but on average it is about two percent (2%) of the transaction. As Tray Abney can tell you for on
behalf of merchants, the entity or merchant accepting the card also accepts the cost of the
interchange fee.

That fee then flows back into the credit card system which flows back to the banks that issued the
cards. So in some respects, it was presumed the two percent (2%) fee would cover fraud losses
so long as the merchant gets the approval number assigned to that card transaction and absent
some fraud on the part of the merchant. So a five dollar ($5.) transaction with a ten cent (.10¢)
charge, the merchant gets four dollars and ninety cents ($4.90). That ten cents (.10¢) accrued
across the system pays to run the system and pays for the lost card.

The trouble is that when you see the tab for 94 million cards, it looks like a big hit on the system
and that is what got people’s attention.

Another piece built into this puzzle is related to the payment card industry — VISA, Master Card,
AMEX (American Express) and a few smaller ones out there that none of us may know about.
They have a set of standards for data retention. Merchants, and anyone who is accepting cards,
must follow these Payment Card Industry Data Security Standards (PCI DSS).
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These standards establish time limits for how long the merchant can retain that data. There are a
whole host of things merchants agree to comply with, once they have signed their card
agreements with VISA, Master Card Discover or AMEX.

Two or three years ago, | think, there was a forty-five percent (45%) compliance rate among
merchants. The compliance rate now is in the upper mid-ninety percent range (90%), | believe.
The industry is quite comfortable with the higher compliance rate. We have achieved
implementation of all of this security by nearly everyone.

Just this morning, | got the first message from a grocery chain about an incident. Apparently, the
PCI certified security system that this particular grocery store was using was not quite as secure
as everybody thought. So now they are trying to figure out if it was an inside job. Did somebody
get a key stroke logger to commit a breach, for example? Who knows what happened? Basically,
every grocery store in this particular chain transmitting presumed secure encrypted data has
been compromised.

It is Friday morning and the industry and the PCI standards are now suspect. So we are back to
the drawing board again. This is related to the earlier discussion about encryption. This was an
encrypted system and it is now not as encrypted as everybody thought. So it is an ongoing issue.

When a card holder receives a new or replacement credit or debit card in the mail because, to
quote “your account has been hit and, by the way, you get a freebie to notify the credit bureaus to
put a lock down on your card” — and we have that law here in the State of Nevada — the first
person they blame is the bank that sent them that notice with the new card. They do not blame
the retailer where the data breach may have occurred. They do not necessarily know that the
bank does not necessarily know who was actually responsible for the breach.

Banks have a reputation at risk. Nevada law does provide for a civil action to recover costs, to the
best of my knowledge. However no one has pursued this in Nevada. The reason would evolve
into one of these egregious situations. Banks may have said, “yeah, you know, they stamped it
certified but they have done nothing and, by the way, they have retained every record for the last
ten years for every credit card that they swiped, they ought to have to pay. However, a lawsuit is
not something that we want to fund ourselves every other week.”

| hate to say it but there are breaches all the time in lots of places as small or large as you want to
go out and find. | do not know whether Nevada needs new legislation or not. | think it is one of
those cases where this is international in scope. We need to figure out how to do it because the
bad guys are everywhere.

AG MASTO:

Thank you, Mr. Uffelman. Are there any further comments from the Advisory Board members in
the south? Hearing none, are there any comments from the Advisory Board members in the
north? Yes, Mr. Victor, please continue.

MR. VICTOR:

In concludion, the thinking is that we want to incentivize entities that have a breach to come
forward quickly. We know there are a lot of breaches. As the saying goes in security, nothing is
100% secure. | tell my clients to give me all their data and | will put it in one of those big shipping
containers that go across the ocean. Then | will fill it up with concrete and | will drop it off a
bridge. Then | will guarantee that no one will get into it for 30 feet or 30 days, whichever comes
first. Short of that, we can not keep something 100% secure.

What we can do, though, is incentivize entities to come forward so that people who face potential
harm from a breach can take action to protect themselves quickly to minimize any damage that
may occur.
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| think that Senator Wiener was excellent a few years ago in her efforts. She and | talked about
this bill a few years ago to require the notification of breaches. | am thinking that we may still
need a bit more of a “carrot and stick” approach to get that notification really out there and get it
out there quickly.

AG MASTO:
Thank you, Mr. Victor, and thank you for the presentation. Moving on to Agenda Item 9, it is time
for general comments from Advisory Board members.

Agenda Item 9 — Board Comments

SHERIFF HALEY:

Thank you, Attorney General Masto. | have questions relative to NRS 179.1211 concerning
forfeiture as it relates to this particular Advisory Board. Does anyone know how robust the courts
have been in this particular area about ordering forfeitures? Is any criminal case of a
technological nature submitted by any agency automatically a tech crimes forfeiture case? How
does that occur?

AG MASTO:
Thank you, Sheriff Haley. Mr. Earl, would you like to try to address those questions?

MR. EARL:

I will try. To my knowledge, despite some educational efforts that we have put in place since the
passage of the new forfeiture bill (Assembly Bill 306) in the last Legislative session, there has not
been a prosecution that involves tech crime forfeitures. | see this as a result of the very large
challenge that is posed to law enforcement in the first instance to recognize the importance of
electronic related events. The cop on the street must recognize evidence, safeguard it
appropriately, and get it to a criminal computer forensics lab to be able to be analyzed.

The second tier of education is one that has to take place with prosecutors all over the State. This
involves understanding that electronic evidence is, or can be, vitally important in proving a case.
Also, if a prosecutor is working hand and glove with a law enforcement agency, whose cases that
prosecutor handles, and that prosecutor recognizes a potential case as involving technological
crime, then charging under the forfeiture statute in addition to the overriding criminal offense is at
least a possibility. If appropriate charging occurs then other consequences follow.

Despite some of the information and some of the news that surrounded the passage of AB 306,
to my knowledge, there has not been a case that has been prosecuted at all either successfully or
unsuccessfully. So in terms of how this actually works, we do not have much in the way of history.
Quite frankly this is a significant educational challenge for the Advisory Board, for law
enforcement and for prosecuting attorneys across the State.

SHERIFF HALEY:
Thank you. That answers my question.

AG MASTO:
Are there any other questions or comments from the Advisory Board members? Hearing none,
we will move on to Agenda Item 10.

Agenda ltem 10 — Public Comments

AG MASTO:

Are there any members of the public in the south? Please come forward at this time to address
the Advisory Board. Seeing none in the south, are there any members of the public in the north
who would like to address the Advisory Board? Seeing no one in the north, we will move on to
Agenda ltem 11 and turn this over to Mr. Earl.
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Agenda Item 11. Issues for next meeting, scheduled June 13, 2008 at 10:00 am.
a. Board Elections for Chair and Vice Chair

MR. EARL:

Thank you, Madame Chairwoman. | just want to highlight for the Advisory Board’s attention some
of the issues that we need to face and be thinking about in the interim before the next meeting.
The Advisory Board statute requires an annual election for Chair and Vice Chair. Historically, the
Chair has been the Attorney General but those elections do need to be held at the next meeting.

b. Program funding.

| am always open for suggestions to issues or items to be placed on the Advisory Board’s
agenda. There is a standing invitation to Advisory Board members and others as well to let me
know what might need to be addressed. | am interested to find out what programs the Advisory
Board might be interested in supporting in one way or another. This is particularly relevant to new
members.

At this time two years ago in the Legislative session, the Advisory Board instituted a mission
review that led to a questionnaire that was sent out to law enforcement all across the State. One
of the ultimate results of that was the Advisory Board’s recommendation that additional personnel
be added to the Attorney General’s Office which was successful in the Legislative session.

There may be some additional programs, not necessarily that the Advisory Board would need to
fund, but that it might facilitate in some way. This might e legislation or simply a discussion
among Advisory Board members about areas for cooperation.

c. Budget

Also at this time two years ago, it was the first time that any Executive Director had addressed an
Advisory Board budget with this board. | want to do so with this Advisory Board in this Legislative
session as well.

You need to be aware that the Advisory Board’s budget is put forward to the Legislature through
the Attorney General’s Office itself. Advisory Board members who have been here for awhile will
recall that way back in August | distributed a working paper that talked about Advisory Board
finances. It had been cleared by the Attorney General’s Chief Financial Officer and Chief of Staff
at the time before it went out to any of you. | just wanted to raise that. You can expect to see from
us some issues dealing with the Advisory Board and how it functions and whether there is money
that will need to be requested from the Legislature.

d. Other

In terms of other items again, | am open for suggestions. We did try and plan, at the suggestion of
the Advisory Board, meetings scheduled throughout the year. We have not scheduled a date yet
for December 2008. We have a date to which most members have agreed but it falls within the
time period that the Legislative facilities are normally closed in preparation for the Legislative
session. So, looking forward, | may call on the assistance of our Legislative members to provide
some assistance so that we can have a December meeting in these facilities.

We also need to think about where and how the Advisory Board will meet during the first quarter
of next year which is when the Legislature is in session. An earlier meeting might be necessary if
the Board wants to consider legislation introduced by the commencement of the session.

That is all | have with regards to the heads up for the next meeting.
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AG CORTEZ MASTO:
Thank you, Mr. Earl. Are there any questions from the Advisory Board members?

SHERIFF HALEY:

Just one more question, Madame Chair. Back to my earlier comment, | had talked to Jim about
approaching and getting on the agenda of the Sheriffs and Chiefs meeting where the prosecutors
and the sheriffs and chiefs meet in the summer to talk about this forfeiture issue and how we can
all educate ourselves about that. | would like to approach them and see if we can get on their
agenda. If you or Mr. Earl would let me know the appropriate way to do that for the Advisory
Board | would appreciate it.

AG CORTEZ MASTO:

Thank you, Sheriff Haley. Actually, | can make a recommendation since the Executive Director for
the Prosecutors works in my office, Brent Kandt. We can definitely reach out to him through that
avenue. Obviously with Frank Adams of the Sheriffs and Chiefs Association and through Mr. Earl,
maybe we can set up a meeting with both of them to request that this item be put on their agenda
for their combined meeting this summer.

SHERIFF HALEY:
Thank you, | think that is a good venue for us to do that.

AG CORTEZ MASTO:
Thank you, | agree. Are there any further comments or questions from the Advisory Board
members? Hearing none, we move on to Agenda ltem 12.

Agenda 12 — Adjournment.

AG CORTEZ MASTO:
| pronounce this meeting adjourned. Thank you.

Meeting adjourned at 11:50:00 AM.
Respectfully submitted,

Ursula K. Sindlinger
Board Secretary

Approved by the Board at its subsequent meeting on June 13, 2008.
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Minutes of the
Nevada Technological Crime Advisory Board

June 13, 2008

The Nevada Technological Crime Advisory Board was called to order at 10:00 a.m. on Friday,
June 13, 2008. Attorney General Catherine Cortez Masto, Chair, presided in Room 4412 of the
Grant Sawyer Building, Las Vegas, Nevada and via videoconference in Room 3138 of the
Legislative Building, Carson City, Nevada.

ADVISORY BOARD MEMBERS PRESENT:

Nevada Attorney General Catherine Cortez Masto (Advisory Board Chair)

Tray Abney, Reno/Sparks Chamber of Commerce

Chris Ipsen (Rep. for Dan Stockwell, Director, NV Dept. of Information Technology)

Lt. Tim Kuzanek (Rep. for Sheriff Mike Haley, Washoe County Sheriff's Office)

Special Agent in Charge Steve Martinez, Federal Bureau of Investigation (FBI)

Dale Norton, Nye County School District Assistant Superintendent

Nevada State Assemblywoman Peggy Pierce

Special Agent Rob Savage (Designated representative for Special Agent in Charge
Richard Shields, U.S. Secret Service (USSS))

William Uffelman, President & Chief Executive Officer, Nevada Bankers Association

Resident Agent in Charge Greg White, U.S. Immigrations & Customs Enforcement (ICE)

Nevada State Senator Valerie Wiener

ADVISORY BOARD MEMBERS ABSENT:

Gregory Brower, U.S. Attorney, Department of Justice (DOJ)
Sheriff Doug Gillespie, Las Vegas Metropolitan Police Department (LVMPD)

TASK FORCE MEMBERS PRESENT:

Detective Dennis Carry, Washoe County Sheriff's Office

STAFF MEMBERS PRESENT:

James D. Earl, Executive Director
Conrad Hafen, Nevada Chief Deputy Attorney General, Advisory Board Counsel
Ursula Sindlinger, Board Secretary

OTHERS PRESENT:

Mohamed Humaid Al Mualla, Forensic Security Manager, United Arab Emirates

Nawaf Mohamed Almouada, Chief Public Prosecutor, Bahrain

Petra Apsner, Assistant State Prosecutor, Slovenia

Joe Majka, Senior Business Leader of VISA Cyber-Security Investigations

Markas Marcinkevicius, Head of Second Division, Lithuania Criminal Police Bureau

Antonio Nascimento, Diplomatic Advisor to the Prime Minister, Cape Verde

Herinavalona Thierry Ravalomanda, Magistrate, Madagascar

Norma Reyes, United States Department of State, International Visitor Leadership
Program, English Language Officer

lipumbu Wendelinus Shiimi, Assistant Governor, Bank of Namibia, Namibia

Jack Williams, President of eCommLink
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Agenda Item 1 — Call to Order - Verification of quorum

AG CORTEZ MASTO:
This meeting is called to order on June 13 at 10:00 AM.

A roll call of the Advisory Board verified the presence of a quorum.

Agenda Item 2 — Discussion and approval of minutes from March 28, 2008 Advisory Board
Meeting.

Motion to approve the minutes was made by Senator Wiener and seconded by
Assemblywoman Pierce.

Motion to approve minutes passed unanimously.

Agenda Item 3 — Annual election of Chair and Vice Chair.

MR. EARL:
The advisory board statute requires an annual election of both the positions of Chair and Vice
Chair. It is open to you, Madame Chair, to ask for nominees for the position of chair.

AG CORTEZ MASTO:
Thank you, Mr. Earl. Are there nominations for the position of Chair?

Motion to approve nomination of Attorney General Catherine Cortez Masto as Chair was
made by Senator Wiener and seconded by Mr. Uffelman.

Motion to approve the nomination passed unanimously.

AG CORTEZ MASTO:
Thank you, we have a Chair. Now, | will entertain nomination for the position of Vice Chair.

Motion to approve nomination of Senator Valerie Wiener as Vice Chair was made by Mr.
Uffelman and seconded by Assemblywoman Pierce.

Motion to approve the nomination passed unanimously.
Agenda Item 4 — Report regarding Northern Task Force Activities.

AG CORTEZ MASTO:
Do we have a report with respect to the Northern Task Force activities?

RAC WHITE:

We recently conducted a mid-year evaluation of the digital forensic positions. We have one full
time position in Reno, Special Agent Melissa McDonald. We also have with us a state-funded
computer forensic analyst, Talova Davis from the Attorney General’'s Office (AGO). Ryan
McDonald, a computer forensic investigator from the AGO and one part-time Federal Bureau of
Investigations (FBI) agent, Anna Brewer, also work on the Task Force at our facility at
Immigrations and Customs Enforcement (ICE) office in Reno.

The Northern Task Force has handled 32 cases most of which involve child pornography
investigations conducted at both the federal and state level. During March they assisted with ten
search warrants that the County and the FBI led.

Most recently, we had two investigations involving child pornography where all entities assisted in
the forensic evaluation of computers. One case involved over 20,000 images and numerous
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video clips of child pornography. Another case involved over 5,000 images. Both are proceeding
to indictment on the federal level.

At this point, we have a very good working relationship established. The addition of the State
computer forensic officers to the Task Force has allowed our federal officer, SA McDonald, to
actually focus a little bit more on ICE cases and to compartmentalize the State and local cases. It
has become a more cohesive unit with the addition of Ms. Davis and Mr. McDonald.

MR. EARL:
Madame Chair, | think that Lieutenant Kuzanek who is substituting for Sheriff Haley also has
some information regarding the functioning of his unit. He heads the northern fusion center.

Lt. Kuzanek:

Madame Chair, | am glad to be here today representing Sheriff Haley. In my capacity as a
Lieutenant with the Washoe County Sheriff's Office, | am also assigned as the Director of the
Northern Nevada Counterterrorism Center.

To provide you with an update of where we stand, operations from construction through product
development have come a long way since February. We initiated operations that are identifiable.
We began in early February and we continued to pick up speed and we have begun to deliver
advisory bulletins and other products on a weekly basis now.

The Fusion Center in the north continues to develop and take advantage of the numerous
relationships between the different agencies including those in the government realm. Those
agencies include the Southern Nevada Counterterrorism Center through Las Vegas Metropolitan
Police Department, and the State Fusion Center as it begins to stand itself up.

We are working with a number of other agencies in the private sector as well. We communicate
daily with representatives from the casino and hotel industries and many others.

In many ways, what we anticipated | reported earlier in the year to numerous committees is
actually starting to occur now. We are very encouraged that the cooperative relationships that are
being built just continue to expand and it has really gone well. Thank you.

AG CORTEZ MASTO:
Thank you, Lieutenant. Are there any other comments from the Northern Task Force members?
Hearing no further comments, we move on to the next agenda item.

Agenda Item 5 — Report regarding Southern Task Force Activities.

SAC MARTINEZ:
| am here to report on some of the investigative activities of the Southern Task Force.

First and foremost, | want to mention that on May 22, a Henderson man was indicted by a federal
grand jury in Roanoke, Virginia for sending email threats to two Virginia Tech alumni on the eve
of the one year anniversary of the University’s mass shootings. The investigation was primarily
conducted in Nevada jointly with FBI, the College of Southern Nevada, and the Henderson Police
Department. This was something that ran substantially under the radar mainly because we were
very concerned about keeping this person incarcerated.

Henderson Police Department was very instrumental in finding the means by which to have a
psychological evaluation ordered. In the meantime the U.S. Attorney’s Office in Roanoke, Virginia
was able to get a true bill indictment and that individual either has or will be remanded to
authorities in Virginia.
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Backing up a little bit to early April, | have a case | want to highlight that will give you an idea of
the level of technology sophistication that even child pornographers have.

A man was indicted in federal court on one count each of transportation, receipt and possession
of child pornography. He created a password-protected folder on a Russian website and used it
to store child pornography he possessed. He then obtained and distributed additional child porn
by exchanging his folder name and his password for those of other individuals on the site to
access.

This individual used publicly accessible College of Southern Nevada (CSN) computers to access
the site. We had full cooperation and extensive assistance from the CSN Police Department in
this case. A dozen Apple Mac computers were obtained for forensic analysis. You have heard
briefings in the past about the level of difficulty that exists when that much media is being
examined. That forensic analysis was successfully completed by the Southern Task Force.

This individual was arrested while using a CSN computer to access child pornography. He had
several USB (Universal Serial Bus) thumb drives in various sizes up to one gigabyte in his
possession at the time of his arrest. The level of sophistication of computer forensics involved in
this case is high, especially where a child pornography distributor here is using a Russian website
to maintain his portfolio of child pornography.

In a separate case on May 28, a woman was indicted on one count each of receipt and
possession of child pornography. She had obtained the child pornography through various online
news groups. It is rare to have a woman involved in this type of activity. That is not to say it does
not happen.

In this case, the information came from the woman'’s sister who was very concerned for the
welfare of children in the home. This was a successful case but very unusual because of the
individual in possession of the child pornography was a woman.

On June 3, a man entered a guilty plea on one count of receipt of child pornography. The
investigation was initiated into this individual’s activities on an online message board that is
advertised as a place for “kiddie-lovers around the world.”

The message board was infiltrated and monitored by the FBI and its participant users were
identified. When the search warrant was executed, the subject’s residence was actively
accessing child porn at the time. The child porn was displayed on his computer monitor.

The last case | wanted to mention involved a man who was found guilty on one count each of
coercion and enticement of a minor and interstate travel with intent to engage in illegal sex acts
with a minor. Of note in this case is the man had hundreds of stories regarding having sex with
minors and incest stored on his PDA (Personal Data Assistant) when he was arrested and the
PDA was seized.

On May 13, FBI Supervisor Special Agent Eric Vandersteldt, the supervisor managing the
Southern Task Force, and Lieutenant Bob Sebby from Las Vegas Metro Police Department made
presentations regarding cyber threats at the Technology Summit in Las Vegas sponsored by the
Institute of Electronics and Electrical Engineers Computer Society.

This is a highlight of the recent work that has gone on with the Southern Task Force since our last
meeting.

AG CORTEZ MASTO:
Thank you, SAC Martinez. Are there any other comments from any other members of the
Southern Nevada Task Force? Hearing no additional comments, let us move on to the next item.
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Agenda Item 6 — Overview and update of InfraGard activities.

SAC MARTINEZ:

Madame Chair, Special Agent David Schrom was scheduled to give this presentation.
Unfortunately, he is not able to be here with us today due to a personal emergency which
requires his attention. Those of you who know Dave know that he has been an absolute ball of
fire in keeping our InfraGard program going. Dave will be very disappointed that he was not here
to make this presentation. | will see about getting you a report at the next meeting.

AG CORTEZ MASTO:
Thank you, SAC Martinez. Obviously we are very sorry to hear this news. Please give SA Schrom
our best. We wish him a speedy recovery.

MR. EARL:

Madame Chair, before we move on | would like to add something which | think David would have
brought to light. Board members will recall that the presentation he was planning on giving was
essentially the second half of our look at Infragard. The board heard a report from Ira Victor, head
of the northern section of Infragard, at the last meeting.

The significant update that occurred after the last board meeting was an Infragard meeting in
which the attendance had tripled. The participation by public and private sector at the Infragard
meetings in the north has normally run about 30 to 40 people in attendance per meeting. After the
discussion before the board, attendance jumped to over 100 at the following Infragard meeting.

Ira attributes this largely to the efforts of board member Trey Abney in terms of putting out the
word through the Reno-Sparks Chamber of Commerce sources. | just wanted to draw the board’s
attention to this fact that the last meeting had its desired effect here in the north in terms of
greatly increasing the private sector participation.

MR. ABNEY:

| would like to add that the last meeting was the first time | met Ira Victor and right after the
meeting we started discussing hosting a joint Chamber member and Infragard member meeting
on protecting data from fires and earthquakes. That presentation was very poignant and timely.

The idea was to expose the Chamber members to Infragard and get them up to speed on what
was going on and to encourage them to join the effort. This also provided an opportunity for
Infragard members to learn a little bit about the Chamber. It was a successful event and we hope
to do more things like this in the future. Thank you.

AG CORTEZ MASTO:
Thank you. That is great news and | appreciate all of your effort and work you put in to that, Trey.

Now we move on to Agenda ltem 7.
Agenda Item 7 — Pre-paid debit cards and the challenges they present to law enforcement.

AG CORTEZ MASTO:

First | would like to introduce the following presenters under this agenda item, Jack Williams,
President of eCommLink, and Joseph Majka, Senior Business Leader of Cyber-Security and
Investigations with VISA.

MR. MAJKA:

Madame Chair, my name is Joe Majka and | am a Senior Business Leader at VISA Inc. | have
global responsibility for fraud investigations and cyber security for VISA throughout the world.
My team primarily responds to computer intrusions where merchants, processors, financial
institutions and any entity that is storing or processing VISA transaction data that has been
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breached and data is stolen. | also deal with any type of fraud situation involving VISA products
and VISA cards throughout the world.

I will let Jack Williams go first with an update on “pre-paid” issues. | will answer any questions you
may have at that time regarding VISA activity and pre-paid cards.

MR. WILLIAMS:
Good morning, Madame Chair. | appreciate the opportunity to present about pre-paid debit cards.
Let me first start with a little bit of background about myself.

| am the one who invented the very first gift card in the world in 1993. | invented the first
electronic gift card while at Blockbuster Entertainment. | can not tell you how many guys came to
me and said, “you saved my marriage because now | can buy an easy gift for our anniversary”.

In those days, when gift cards were first beginning, it was a very difficult process because people
did not care for gift cards. Today over $250 billion dollars is transacted on gift cards in the United
States on both the “closed loop” or merchant specific gift cards and what we call the “open loop”
or branded cards with MasterCard, VISA or Discover logos on them.

| am on the Federal Reserve Board payment card committee. | am the subject matter expert for
“pre-paid” cards. Also | work on the federal level with the United States Department of Drug
Enforcement Administration (DEA) and | am starting to work with the United States Treasury.

The Financial Management Service Bureau of the U.S. Treasury ( http://www.fms.treas.gov/ )
was involved in the design of the Social Security pre-paid debit card that is being launched by
Coamerica ( http://www.coamerica.com/ ), a MasterCard product.

| do not have the VISA slant but | am very much involved in many different areas of law
enforcement. | work with Lieutenant Bob Sebby here at Las Vegas Metro in trying to unravel
some of the interesting nuances because pre-paid cards have changed.

If you remember back in the late 1990s, pre-paid cards were used as an instrument for gift cards.
It was something that you had to ask for when you walked into a store, even those that had them.
Certainly, gift certificates were even less used before that.

Today, when you walk into a store, for example, Safeway or Kroger, you can buy pre-paid gift
cards. Last year, Safeway alone sold a billion dollars worth of other merchants’ gift cards.
% LAW ENFORCEMENT CYBER SOLUTIONS %% g
NEWEST WEAPON IN THE WAR ON FUNDING TERRORISM "“5"' Types of Prepaid Cards

* ATM: Mainly used for cash withdrawal

« Gift: Usually purchased as a gift in lieu of cash

Prepaid Debit Card Overview
and
Solutions for Law Enforcement

* Payroll: Used to disburse employee compensation

* General Spend: Umbrella term that includes
a variety of card programs
— Specialized use in business (travel, vendor payment)
— General personal transactions

[ ]
« Virtual: Electronic card account information "“
delivered to the cardholder via email

Jack Williams
President, eCommLink

ecymmbink

What is changing in the world today is the migration from a gift card to conducting financial
services on a pre-paid card. For example, | can tell you that on this cell phone card today, | can
move money from anywhere in the world to any else in the world in five seconds. | can move
unlimited amounts of money all because eCommLink is a prime core processor for pre-paid debit
cards.
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| bring before you an extensive knowledge base on the subject of pre-paid cards including what
they can do and how they work. | would also like to show you a dilemma that law enforcement
faces today and a proposed solution that we have talked about. Lieutenant Sebby and Las Vegas
Metro has been very much involved in helping us with this.

We host a law enforcement “pre-paid card 101” course on almost a weekly basis. Our offices are
here in Las Vegas, located very close to the car rental center, to give you a physical point of
reference. We work closely with law enforcement and not just with the fraudulent use aspect that
VISA will speak to.

| am also involved with what we will call the “money-laundering” side of pre-paid cards. In
addition, | work with Special Operations Command out of McDill Air Force Base, which is involved
with investigating the terrorist funding use of these pre-paid cards.

There are three different genres of pre-paid card applications used by the “bad guys”. For the
next ten to fifteen minutes, | will give you a quick overview.

We have talked about eCommLink a little bit. We are going to talk about the overview of the cards
and then we will talk about a platform that might be of interest to you.

Briefly, as eCommLink, we are considered to be the experts in the pre-paid card field. It is nice to
be here in Las Vegas. | moved here last year from Washington D.C. This has been a delightful
change.

At eCommLink, we process millions upon millions of transactions every year from all over the
world. We process MasterCard, VISA and Discover transactions that can originate literally
anywhere that these credit cards are accepted. We are very much involved in the mobile
transaction, which is a new category and new threat on the horizon.

Last week | was a speaker at the National Anti-Money Laundering Conference in Washington
D.C. and there were maybe about 1,000 law enforcement professionals from every organization
in attendance.

The mobile transaction issue involves moving money by cell phones from one place to any other
place in the world. This has caused consternation at the very lowest level and, at least, a lot of
interest in how the “bad guys” can use this. The good news is there is a countermeasure and we
will talk about that today.

We are a Microsoft processor. We have all the certifications that are required. We are actually
one of the few companies that has all the certifications. We are also audited by the Federal
Deposit Insurance Corporation (FDIC) and by the Federal Reserve Board. We would like to think
we are bringing knowledge to you that represents many years of understanding in this field. We
are one of the cutting edge processors and providers.

Briefly, these cards represent a certain threat threshold that we are going to begin to see more of
and not less and less of. We talked about child pornography earlier. Money, as Joel Grey sang,
makes the world go ‘round. Money is certainly the nucleus of bad intentions.

With World Bank, we were able to break up a child pornography funding ring. They had used pre-
paid cards to create a private network for moving significant amounts of money anonymously. It
ties in to this cutting edge of Russian websites mentioned by the FBI today and “smurfing” all of
the sites so that you would go halfway around the world before you end up in Russia.

The kinds of cards that exist today include ATM (Automated Teller Machine) cards. These are
cards that have a PIN (Payment Information Number). Gift cards are non-reloadable, the kind you
would give to somebody as a gift.
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The hottest and fastest growing cards are payroll cards. Numerous employers around the United
States are migrating from paper checks to payroll cards to pay their employees. | would say that
even the State of Nevada has moved to using these cards for disbursement of funds to the
unemployed.

| am a commissioner on the Electronic Benefits Transfer (EBT) Commission for the State of
Texas, | am a sixth generation Texan so we cannot lose all of our roots. Texas is moving
aggressively to migrate all payments to pre-paid debit cards.

The cost model for that example is that it is free to the State. Who pays those costs? Nothing is
free. The merchants who accept the cards pay for it and it is called “interchange”. You may see
different merchants involved in various lawsuits because their perception is that they are over-
paying for the cost of the services that VISA, MasterCard and Discover provide. This payment
can also be used to offset the cost of funds disbursement.

You will see many states moving to pre-paid cards rather than paper checks and as are other
employers. Basically, the model is that it is free to the employer and the merchant pays the
processing costs. General spend cards are the most common. This is a card that is not endorsed
by an employer but it is a card that has the full functionality of a credit card.

| can do everything using an eCommLink pre-paid debit card that | can do at financial institutions.
That is the dynamic that is changing. Usage includes not only debit card point of sale (POS)
purchases but bill payment, savings accounts, and international funds movements. The
functionality normally reserved for traditional banking services is now migrating to these cards.

Not only do we operate in the physical space with a piece of plastic but also in the virtual space. If
you go to www.discover.com today, we process here in Las Vegas all of the virtual Discover gift
cards. You can go online and buy a card for somebody for up to the $500. and literally, in 5
seconds, they will have the card and they can be online using that card for whatever acquisition
they want to make.

Mobile commerce is the hot thing. It is something that we are considered to be on the cutting
edge of. We believe very strongly that we need to be aware of it.

i .
=51~ Mobile Commerce Capabilities

Transfer funds to

— Checking/savings account

— Another subscriber

Load funds using

— Credit/debit cards (online only)

— IVR or 24/7 bilingual customer service center

— ACH

— 50,000+ Green Dot locations

Schedule mobile alert notifications when a payment is due
Make purchases and track transactions

Convert cash to air time minutes or airtime minutes to cash

Mobile phone operates like a virtual bank account
& PDN\B ecgmmlink

Today, using a cell phone that is tied to a pre-paid card, | am able to transfer funds from
anywhere in the world to a checking account, to a savings account or to another subscriber. For
example Madam Chair, if you had an m-cash card, which is what we call this, you could easily
use your cell phone number to move money. It can also be done very quickly in the merchant
community. Any account can be used for this.
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For example, today if you have a child in college and need to get money to him or her quickly, this
method gives you the convenience of doing this easily. | have daughter who spends my money all
the time. | used to be able to say “I cannot get to a computer so | cannot send you any money”.
However, today she knows | have account access through my cell phone so | can do it in
seconds. | am not really sure | should have invented this, the idea of being able to load funds and
move funds. Moving cash through networks has proliferated.

In today’s environment, Wal-Mart, Safeway, Walgreen’s, Radio Shack and numerous other
merchants allow for the loading of cash that can be credited to a pre-paid card and accessible
through a mobile cell phone.

Bad guys can use SMS (short message service) text messaging to convert air time into dollars
and dollars into air time. This is not only a domestic phenomenon but this is becoming a
worldwide phenomenon.

We have customers all over the world who use SMS for money remittance and money transfers.
Philippine employees in this country may need to move money because they are supported by
the Philippine government. Twenty percent of their “take-home” has to be sent back to the
Philippines. They use cell phones in order to accomplish that transfer quickly and conveniently. In
seconds someone in the Philippines can access the money sent from the U.S.

Let us talk about the bad guys for a second. These cards and the m-cash methods of transfer are
becoming their profit method of choice. It is certainly a lot easier than moving bulk cash. To give
you an idea, a million dollars of hundred dollar bills weighs 30-pounds. Not that | go around
weighing million dollar chunks of hundred dollar bills, but | do know that bulk cash smuggling has
its limitations. Cash is difficult to conceal.

Quite frankly, we could move millions of dollars on a small card very quickly and very easily.
Soon, we will be able to download the data now on a card’s magnetic stripe to a PDA or a cell
phone using the MP3 music environment.

Federal and state law enforcement agencies are finding more and more of these cards. They face
a dilemma because these cards are now preferred by criminals, but law enforcement does not
have the tools or knowledge to deal with the cards effectively.

Many times the response from some in the issuing community is “just call the number on the back
of the cards.” Unfortunately, the way things are moving, not only do we have the ability to put
money on to a card that looks like a VISA card or a MasterCard, but we can also put money on
hotel room keys. Any magnetic data, any magnetic stripe that is on the back of a plastic card can
be re-encoded with the data and the information needed to perpetuate these crimes.

| can go on eBay and actually buy a card re-encoder, | can take a fairly powerful magnet to the
back of a legitimate card and demagnetize the magnetic data. | can re-encode it using a device
that sells for about $243. Because card re-encoders are so inexpensive, any magnetic stripe on a
piece of plastic represents a threat opportunity.

In talking with Lieutenant Sebby, | found out that here in Las Vegas approximately 14,000 cards
were confiscated in various criminal investigations. Unfortunately those cards were destroyed but
the cards may have had value on them. Without the piece of plastic and the numbers on them,
the money was either taken out of the account by the bad guys or was kept by the financial
institution.

Las Vegas Metro, DEA and ICE face the problem of what to do with all of these cards. | have
received calls where an arrest was made and the bad guy had a suitcase full of pre-paid cards. |
was asked, “Now what to we do with them? How do we confiscate them?”
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There is another dilemma that is faced at a federal level. When | cross the borders of this country,
a law says | can carry no more than $10,000. in cash. However, | can tell the ICE agents at the
border that | have a million dollars on my card and there is nothing that they can do about that.

The Financial Crimes Act of 2007 was introduced to deal with this problem. It has been delayed
by various agendas. The Act would identify pre-paid cards as monetary instruments. This is an
issue that | understand Mr. Earl wants to address.

We at eCommLink asked “What can we do for law enforcement that would empower law them to
be able to take this money and confiscate it in an easy and efficient manner?”

As we looked into the solution, we realized the process would have to be readily available
because of a federal agenda that | also serve. It would need to be a process that could be done
anywhere in the world.

o
=8~ Problem: Swiping Funds from Seized Cards

007 tas Vegas Metro a est
destroyed over 14,000 prepaid cards because we had no
way to get balance or card value information. This does
not include cards from Vice or other departments.”

Software application to liquidate forfeited open-loop
prepaid cards

Takes confiscated prepaid card information
in order to

— Identify balances
— Freeze or seize monetary value

Accessible through the Internet or a mobile
device in the field

Works on any type of magnetic striped
account information

Sgt. John Hillenbrand

Las Vegas Metropolitan Police Dept.
Financial Property Crimes Bureau
Forgery Detail
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As a result, we sat down and created a program that we call an Electronic Financial Asset
Recovery Plan (EFARP) in partnership with Palm Desert National Bank (https://www.pdnb.com/)
located in Palm Desert, California. Palm Desert Bank is authorized to do business at the federal
level. Working with them, or another national bank, makes compliance with U.S. Treasury
regulations less of a problem.

pa’

Parwom

Tyne Secerity Code

[ogei]

Enter authorized login, password, and security code

& PDN\B ecgmmlink

This program would allow a law enforcement officer from anywhere in the world to log in using a
password and use another layer of validation. As you can see on the slide, there is a security
code that would have to be read and re-entered. This dual source authentication would prevent
intrusions and hacking.
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The agent would enter a security code, login and password. Once logged into the system, the
agent would be able to reference a case number and add relevant comments. The officer would
type in the card account number and the Card Security Code (CSC), sometimes called Card
Verification Value or Code (CVV or CVC), which is a three-digit number that is usually in the area
of the magnetic stripe on the card. (http://en.wikipedia.org/wiki/Card Security Code)

After entering the necessary information, the officer would click the “check card balance” button to
obtain the amount of money associated with the card. This system would enable the law
enforcement officer real time account balance information from the account regardless of
wherever in the world the account is maintained.

e b

=&~ Inputand Collection Processing == Input and Collection Processing (Continued)

case and/or per card. 5. Click the appropriate

button to inquire, freeze,
or seize funds.
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Transaction is saved in card log for reporting purposes.
Complete record is saved in Echo file for future and
ongoing data research.

3. Swipe card or enter

ecgymmlink
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| can access this functionality on a cell phone, a PDA, a laptop, or on a fixed Internet connection.
The plan requires nothing to be purchased by any law enforcement because it is Internet
accessed at the officer level. eCommLink secures the data that you see on the slides. We can
recall the case number that the officer entered. We can recall any comments the officer entered
on the case. We can give provide the card humber, the expiration date and the balance in real
time within 5 seconds so the bad guys don’t have the opportunity to move any funds.

We can also freeze and seize the funds shown on the account balance. “Freeze” means that we
would put a hold on the funds using a special kind of transaction that looks like a “pay at the
pump” or a hotel transaction. The money becomes inaccessible to anyone else. Once the funds
have been frozen, eCommLink waits for instructions from law enforcement, pursuant to a court
order, before moving the funds. After the freeze, the money is just sitting in an electronic state at
the financial institution that is holding it.

The program also has the opportunity to seize the funds. eCommLink would then take the money
and put it into Palm Desert National Bank, for example. The money would be held by a national
bank awaiting instructions.

We also have the ability to move the funds into an institutional account pursuant to a process that
ties the individual’'s password and login to the institutional account. For example, | can tie Lt.
Sebby’s login to the Metro Financial Crimes Unit and to a bank account that the unit controls. We
move money, billions of dollars, into tens of millions of accounts. eCommLink just needs to know
what to do with the funds and when to do it.

Technologically, eCommLink can seize funds or freeze funds. We do not make that decision. The
law enforcement officer makes that call.
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= EFARP — Benefits

cards through the Intern
until now!

even hotel keys

» Forfeited funds may be allocated to law enforcement

When the balances are swept, it makes no difference what the piece of plastic appears to be.
What | care about is, whether it is a card with a VISA logo on it or a store pre-paid card. What is
important is what they have encoded on the magnetic stripe. You may have been in a Home
Depot and they have asked to see your credit card before you swipe it. This is because it is very
easy to re-encode the magnetic stripe with different information then what you see is embossed
on the face of the card. This is a very popular technigue of the bad guys. Home Depot is looking
to ensure the encoded information is the same as the embossed information on the card.

All law enforcement needs to be able to do is the swipe cards. If eCommLink can read the
magnetic data then we can extract and use the data contained in the magnetic stripe regardless
of who placed it there.

In summary, eCommLink has not only the ability to extract the funds that are on these cards but
also to start build a database of cards that have been involved in fraudulent transactions, both
domestically and internationally. That database is called a shadow file or an echo file. This is
important to federal law enforcement because the database could be used to discern patterns of
usage. The first six digits of a card number contain significant amounts of information about that
card. It tells me which bank is involved. That is called a BIN, Bank Identification Number, or
sometimes the Issuer Identification.

b ¥¥

=2~ Summary

Prepaid cards are a logical choice for fraudulent
activity

EFARP counters money laundering schemes and
unlawful movement of funds

LECS will provide expert consultation in articulating
— Warrants for seizing cards in a raid
— Subpoenas sent to banks and processors

LECS: Technology and expertise to assist law enforcement

EPDNB ecgynmlink
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If you give me the first six digits of a card number, | have a lot of information, but it is all non-
personally identifiable data. None of the information that | can extract from the BIN can be used to
identify a person.

It is a card number. It relates to an amount of money. | have no way at all of obtaining the
individual information, but | can tell you who the bank is by looking at digit places of seven, eight
and nine of the 16 digits. Those are called BIN extensions in our vocabulary. That tells me who
the processor is or it tells me who the independent sales organization or other organization is that
is using that card.

I have been involved in the writing of numerous federal subpoenas to make sure that the right
information is requested. Law enforcement needs the name and address of the financial
institution technically owns this data. All subpoenas need to be addressed to the financial
institution involved in order for the legal process to run its course.

At eCommLink, we believe that we are able to help law enforcement because we are ahead of
the game so far. The bad guys are pretty smart in this area. We are talking about dollars that
move and have three commas. It should be understood that are dealing with significant money.
This is not small numbers.

We are seeing more bad cards from certain financial institutions then from others. It is my opinion
that the threat is not from the major core processors, such as my company, nor is it to the major
financial institutions. The major threat is rogue institutions, operating on a world-wide scale.
Remember, VISA is everywhere you want to be.

Global operation seems to the “Mecca” for rogue activity because of the difficulties it creates for
law enforcement.

| thank you for the opportunity to discuss this.

AG CORTEZ MASTO:
Thank you, Mr. Williams. Are there any questions from the advisory board?

SENATOR WIENER:

The initial identity theft legislation that | was privileged to carry, maybe two or three legislative
sessions ago on behalf of this advisory board, addressed the illegality of re-encoding or forging
victim information. | do not know if that would capture the issue you presented today by making it
illegal to do this.

Initially, we made it illegal for someone to skim information from your card when taking it to the
cash register to process your payment.

| have already requested two BDRs (Bill Draft Requests) on behalf of this advisory board. One
expands the scope beyond the traditional credit and debit cards. In fact, when | was drafting the
prior legislation, we initially only referred to credit cards. As we processed the bill, we added debit
cards to the bill.

Is this issue about pre-paid cards that you presented here today something that we could bring in
to the bill that | am already carrying forward in the upcoming session? We are looking at
additional and new financial instruments that we did not know about previously.

AG CORTEZ MASTO:
| think that is possible. The more we flush it out and talk about it, | do not see how we could not
address this.
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SENATOR WIENER:

Mr. Earl and | have already been talking and | asked him to talk with a member of the Legislative
staff, Rene Yeckley. Certainly, with permission of the panel, | would be more than happy to
integrate this if it is appropriate subject matter for the bill we are already developing.

MR. WILLIAMS:

| would like to take this opportunity to extend an invitation. We would be privileged to have you
come to our offices right on Warm Springs Drive. We would love to show you how this works.
Touch it and feel it and see it at a much more macro level. Then we could get into the micro
levels that we have seen today.

We share this with federal law enforcement when they fly in to meet with us. We have also
worked with law enforcement locally to give a “Card 101" course.

The technology is moving toward an “any payment” approach. Even cell phones have technology
that can be enabled to conduct credit or cash transactions. | think Mr. Earl is equally qualified to
address this question. The methodology is migrating to “any platform” which would probably be a
more appropriate way for a bill to address the problem.

AG CORTEZ MASTO:
Are there any further questions or comments from advisory board members in the south
regarding Mr. Williams’ presentation?

SAC MARTINEZ:
In allowing a law enforcement officer to use this program “on the fly”, are there bank secrecy acts
or other legal considerations that would limit the type of inquiry without process?

For instance, if this application was available on the scene of an arrest where the officer had a
card just pulled out of the pocket of someone but it was not listed specifically in a search warrant,
would there be any limitations on the law enforcement officer being able to obtain the bank
related information including the amount held on the card?

MR. WILLIAMS:
Let me first state that | am not a lawyer, | want to establish that minor detail at this moment. | do
not speak from a legal perspective.

| can only tell you that when | presented in South Carolina at the Advocacy Center to a room full
of US Attorneys, no one brought that up as an issue. | made this presentation perhaps two or
three months ago. Actually, the US Attorney here in Las Vegas has been to our office. This
guestion was not brought up. It was suggested that the warrant should include “any debit cards or
any payment vehicles”.

However | have not had anyone specifically address that question to me, and | have made
presentations to a significant number of lawyers.

AG CORTEZ MASTO:
Actually, SAC Martinez, | am glad you brought this question up because that was one of the first
guestions | had about this program.

It seems to me that these cards and related mobile devices are considered “cash”. The question
is whether or not there is a privacy issue when you pull someone over and you have the ability to
look at that information on a card or device or not.

Conrad, do you have any thoughts on this issue? For the record, Conrad Hafen is the Chief of my
Criminal Division.
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CHIEF DAG HAFEN:

| have never come across any cases that deal with specifically with this issue, but | have come
across cases that deal with the issue of the searches related to an arrest when it relates to a cell
phone. The courts across the board, particularly at the federal level, have indicated that where
there is a search incident to an arrest, the officer can go into that cell phone and glean
information.

So by analogy, | would think that you could probably go in and glean the financial information off
of the pre-paid card. At least that is the argument that | would make if an officer did that.

AG CORTEZ MASTO:

One final thing, Mr. Williams, you talked a little bit about being able to access the account and
then “freeze” the funds before we take anything. Legally, would we have to get a warrant before
we are even able to freeze the funds to put them on hold? | would assume that our intent would
be to try and hold the funds for a period of time so that we can get to court to try to get the
warrant to get the funds for forfeiture.

| think this is another issue that has come up as well. Would we have that ability once we have
the debit or pre-paid cards in hand and we know they are the subject of criminal activity? At the
time we go in and we access those accounts, can we put them on freeze without a warrant before
moving forward to forfeit those funds?

CHIEF DAG HAFEN:
What is the context? Are we talking about executing a search warrant where we are going into
someone’s home or are we arresting somebody pursuant to a traffic stop?

AG CORTEZ MASTO:

No, the thought is you arrest somebody engaged in criminal activity and instead of a briefcase full
of cash they have pre-paid cards. An officer takes that card, as Metro has done hundreds of
times, and the officer then uses the contact information that is encoded on the card to find out
how much money is on the card and what bank it is connected to.

Can the officer take that money immediately and transfer it somewhere, or does the officer have
to freeze it and then get a warrant? To what extent is that considered private information? Is a
warrant required to be able to do anything with the funds that are found on that pre-paid card?

CHIEF DAG HAFEN:

You know, | would probably advise the officers to take the more conservative approach. They
may want to get a seizure warrant because they have probably cause to believe that money was
connected to some criminal activity. You can get one relatively easy and quickly and get that
executed and then serve it on the bank and get that money seized or frozen so it could not be
transferred.

| would probably lean toward advising them in that scenario to get a seizure warrant from a judge.

MR. EARL:
Madam Chair, if | may address this issue.

In listening to this discussion, one of the questions | have is whether the procedure or the
problem that you just described might be best categorized as some type of action by law
enforcement in exigent circumstances. | do not know the state of law in Nevada on this nor am |
up to date on the federal law either.

However my recollection is that there is an ability for a law enforcement officer to take immediate
action to do an exigent search when it appears that the subject of that search might disappear or
be moved expeditiously out of the jurisdiction. The theory of an exigent search would possibly be
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available here, particularly if funds could be moved from a card electronically before there could
be time for an application for a search warrant.

One of the factual questions that we might want to ask Mr. Williams is the speed with which or
circumstances in which a criminal organization might transfer funds out of the jurisdiction or off of
the card or out of the bank account that the card is associated with and whether that is likely to
occur between the time that an arresting officer makes an arrest and the time that, even though it
might be relatively short, an application could be made for a search warrant.

MR. WILLIAMS:

It only takes five seconds if you let the bad guy get to a cell phone and the money is gone. Itis
that fast. | am not here to speak to the legality issues. The practical reality of this and the way it
works is that you can expect those funds would be moved immediately.

When we say “seize” or ‘freeze’ funds, the money has not moved. It is still sitting at the financial
institution that is the issuer of the card involved. The bad guy can not access those funds by any
means. It is locked up. Money has not moved on a “freeze”.

| can give you ten business days to hold that transaction. It looks like a transaction that is made at
a hotel on a debit card where money is ‘seized’.

So | am holding 100 percent. The first thing | have to do is the balance inquiry on the card so |
know the exact amount to freeze. For example with ICE, they just “seize” funds. Every agency
has a different mind set.

However, if you even let the bad guy touch his cell phone, with only three key strokes the money
is gone in seconds. | would love to have you come to my office so that | can show you how this is
done. With only three keystrokes | can move all of the money that is on a card or cards to a bank
account off-shore or where ever | want. | hope this explanation answers Mr. Earl's question.

AG CORTEZ MASTO:
Thank you. Are there any further questions from advisory board members on this subject?

MR. UFFELMAN:

Visa can probably explain this point in detail. The difference between the “freeze” we are talking
about and the “seize” associated with a warrant or some other legal process is, in fact, the same
process used in any other fraudulent activity.

| encountered an example of this last Tuesday during our six-day bankers’ convention. | had to
make arrangements to provide busses. Because | had no signature on file, money was not
allowed to move from my bank to the transportation company until | personally authorized the
transfer. The bank called me at my office, not at my cell phone, so, as a result, the money sat
“frozen” for 24 hours. After that, it was unfrozen when | authorized release of the funds.

The procedure under discussion is much the same. There is no personal privacy issue. There are
exigent circumstances because it would be real easy to move money out of an account. In any
other case where fraudulent activity is suspected, Visa, MasterCard, or any other institution will
attempt to contact you. In the mean time, the money just sits. As was said, there are 10 days to
settle.

There is time to examine the circumstances. If a $5 card is involved, nobody cares. But, if | have
five thousand $5 cards, | have real money at issue. So, a “freeze” does give you time to develop
a case when an officer has found a briefcase full of cards or hotel keys — keys that have nothing
to do with hotel rooms but everything to do with money transfers. If an officer has a scanner, he is
then able to use the existing process.
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CHIEF DAG HAFEN:

Madame Chair, | would like to make one point of clarification. Mr. Earl makes a great point when
he talks about exigent circumstances but you have to realize that in order for exigent
circumstances to apply you also need probable cause.

For example, if you had a situation where you had a task force member who was targeting an
individual and conducting surveillance and they pulled him over pursuant to a traffic stop. If they
had probable cause to believe that he was going to transfer the money or he had money that was
tied in to some type of criminal activity, then they could under exigent circumstances go ahead
and take that money out of the bank account.

However, in a situation where you have just a regular patrol officer who stopped somebody and
he does not know this individual and he does not know he is involved in any other type of criminal
conduct, he would not have probable cause to justify the exigent circumstance of going in and
taking the money from the card or cards.

Therefore, it needs to be understood that distinction when we talk about such investigations.

AG CORTEZ MASTO:
Thank you.

LT. KUZANEK:
Madame Chair, may | please add a point to this discussion? This really brings up a major training
issue for law enforcement.

Short of having that probable cause, it still might be a good operational procedure to allow an
officer who has stopped someone for another reason and discovered those cards during
investigation and has concern the person may have access to a cell phone at the point of arrest
to have ability to freeze those funds on any cards on the scene.

People will say they have to make a call to someone for one thing or another. However, they
could actually be moving funds involved in the alleged crime. There is that myth that everybody
gets that one call after arrest. To me this is something that we need to be able to do, freeze the
funds, and we need to get the word out to people who work in this area about this.

As these cards continue to become more prolific, that is going to become a much bigger concern
for law enforcement. Whether it be the briefcase with 5,000 cards with five dollars on each or the
one card that has a $2 million balance on it, with a couple of pushes on a cell phone button you
could really be in trouble trying to piece together a financial case.

AG CORTEZ MASTO:
Thank you. Are there any additional comments or questions from the advisory board in the north?

MR. EARL:

| have one other issue, Madame Chair. So far we have talked about the holder of the card doing
something or taking some action that would result in the funds disappearing beyond the reach of
law enforcement.

| would like to direct a question to Mr. Williams. Are there scenarios that we might essentially term
‘fail-safe’ scenarios? This would be a scenario where a person who physically has the card does
not initiate the action, however, another member of his criminal gang might take action to remove
the funds from the account if he has not heard from the individual who has been apprehended
with the card within a certain time frame.

Is this something that is technically possible and that you have seen in your association with law
enforcement?
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MR. WILLIAMS:

Yes, Mr. Earl, we do know that criminals do have “fail-safe” or “panic button” plans. If they have
not heard from someone in a certain period of time, they automatically go in and move money
from the cards involved. This can be done because you can access one account from multiple
cell phones.

So not to hear from somebody in a criminal operation in a certain time frame or know that they
have been incarcerated could easily result in a trigger to move the funds from the cards to
wherever needed. Time is of the essence because of the technology involved.

MR. EARL:

So just to be clear on this for example, if | am participating in a major drug sale and | am buying
the drugs. | am controlling the money in this particular drug sale. | set up a time and a place for
the drug sale to transpire. Is it possible, if | understand this right, that the people | work for, if they
do not hear from me by three o’clock (3:00 pm) in the afternoon and the drug deal is set for two-
thirty (2:30 pm) then they can electronically take action to remove the funds from the card that
would be traded by me for the illegal drugs? Is that essentially what you are saying?

MR. WILLIAMS:
Yes sir, and you can do that from anywhere in the world.

MR. EARL:

Does that also feed in to what would become an exigent circumstance? If that type of transaction

is possible when you are dealing with very sophisticated drug dealers or other very sophisticated

criminal gangs or terrorist organizations then that places the concept of exigent circumstance in a
different context.

What | mean is that the law enforcement arresting officer might be able to lock down and control
the actions of the person in front of him but still the funds could be removed because the
arrangement of the criminal gang is that if one criminal failed to call in by a particular time their
assumption would be that if he was apprehended, the funds would disappear.

Coming back to one of the questions that | think Senator Weiner imposed early on and that is
modifications of the Bill Draft Request (BDR) that she had volunteered to take on behalf of this
advisory board.

AG CORTEZ MASTO:

Actually, Mr. Earl, can | ask you to stop right there please? | want to give Mr. Majka an
opportunity to speak as well with respect to this agenda item. After that happens we can come
back to the general discussion if that is alright?

MR. EARL:
Surely itis.

AG CORTEZ MASTO:
That is great, Mr. Earl. Thank you. Mr. Majka, you may begin your presentation at this time.

MR. MAJKA:

Thank you, Madame Chair. | will just add a few things to the presentation this morning. | will start
off with the payment card landscape that we are seeing and how pre-paid cards are part of the
fraud landscape.

Most of situations that my team deals with are computer intrusions such as data breaches that
you read about almost every day, primarily, where debit card or credit card data is stolen out of
banks, financial institutions or from merchants and processors.
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What we are seeing from a criminal standpoint is that the criminals are using the data that is
being stolen, the credit card or debit card numbers, to re-encode counterfeit cards and other
types of plastic and then purchase the pre-paid gift cards. They are going into Wal-Mart or other
stores and they are buying volumes of these cards.

They are doing this for a number of reasons from what we can tell. They may be doing this to
resell the pre-paid cards out on market for a percentage. They are also going to sell them out and
people are going to make purchases with those cards.

The majority of the cards that they are purchasing do not allow them to get cash. These are gift
cards that they can only use for purchases.

The other thing we are seeing is that the criminals are interested in getting these cards. Once
they make that purchase and they get the merchandise, they still have the card in their
possession. The card can be re-encoded as Mr. Williams mentioned earlier.

So now, instead of having to go out to counterfeit and manufacture more plastic cards, they now
have legitimate plastic, whether it is VISA, MasterCard, AMEX (American Express) and Discover.
They only have to re-encode the magnetic stripe on the back of these legitimate cards.

This is really what we are seeing at VISA. One of the key points from a law enforcement
perspective as it relates to seizing or freezing funds is to be able to identify what is on the
magnetic stripe on the cards that are seized and to quickly identify what bank the data belongs to.

VISA can work with law enforcement. We have online services for law enforcement where they
can look up the BIN number as previously mentioned, to identify what bank issued that particular
pre-paid card. Our service will also provide the contact information for that institution so that law
enforcement can deal directly with that bank.

If they have an investigation underway, this allows them to contact the financial institution that
has issued the card and explain to the investigation additional information.

Based on the belief that a criminal activity may be involved with a card, we will freeze the funds
while you are getting any necessary court orders.

The other thing that I think is very important to note from a money laundering stand point is these
pre-paid gift cards cannot be reloaded and have a typical limit of about $750. So you will not see
a lot of large purchases on gift cards. It has been shown that a typical average load on a pre-paid
gift card is actually about $65.

Again, | just want to emphasize the fact that we work with law enforcement on a regular basis
which includes the FBI, the Secret Service, the U.S. Postal Inspection Service and local law
enforcement agencies.

We can provide them with training if necessary. We can provide them with a magnetic stripe
reader for the Las Vegas area so that they can swipe the card and identify what is on that
magnetic stripe. From a criminal prosecution stand point, it is very important that they know there
may be something different on that magnetic stripe then what is on the card’s face. Quite often
that will be different.

Other than that, most of our unit handles data intrusion and we are seeing in the pre-paid space
that the criminals are getting more active. They are trying different techniques with the pre-paid
cards. You may have heard of a lot of arrests where the criminals have pre-paid cards in their
possession and there have been a number of groups involved with this activity.
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From our stand point, we are primarily seeing the criminals are reselling the cards on the ‘black
market’. They are selling them off to gangs who are out and making purchases of merchandise
and then they are re-encoding the same cards for additional spending schemes.

AG CORTEZ MASTO:
Thank you, Mr. Majka. Let us start in the north this time. Are there any questions from advisory
board members in the north for Mr. Majka?

MR. EARL:

Madame Attorney General, if | may, | would like to follow up on the question that | think both you
and Senator Wiener talked a little bit about and that is the possibility of personal information being
contained on the magnetic data.

Personal information has a very specific statutory meaning in Nevada. | will not read the whole

definition but it seems to revolve around whether an actual person’s first name or initial and last
name appears in conjunction with certain other data like a Social Security Number or a driver’s

license number.

| think 1 understood from Mr. Williams that in a legitimate pre-paid card or gift card or whatever
one calls it, the magnetic data would not contain a person’s name or social security number or
that type of personal information. | would just like to confirm that because that probably takes the
issue out of the Nevada law dealing with personal information and any possibility that a pre-paid
debit card would obtain personal information.

If | can | get a read on that issue from Mr. Williams and Mr. Majka that would be terrific.

MR. WILLIAMS:
There are two kinds of pre-paid debit cards. There are anonymous cards and in the anonymous
world there is no information on the magnetic stripe or in a database.

For example in the world of payroll cards, a name is generally encoded on what they call “track
one” so you will see on the magnetic stripe that there are two primary tracks that are used. Mostly
there are numbers that are embedded with security algorithms that | need to authenticate the
transaction.

For example, we would normally embed in the “track one” the individual's name. So you would
see what is shown on a credit card receipt that you sign.

The credit card device is lifting that off of the magnetic stripe. After that there is no data that is
personally identifiable on a magnetic stripe. This would only be relevant to high value payroll
cards which function more like a credit card. Does that answer your question, Mr. Earl?

MR. EARL:
Yes it does, thank you.

MR. WILLIAMS:
Just to add an aside here, law enforcement sees the anonymous cards far more often then they
do the personalized cards.

AG CORTEZ MASTO:
Thank you, Mr. Williams. Are there any other comments or questions from members in the north?
Members in the south, are there any further comments and questions on this agenda item?

Gentlemen, thank you very much for your very informative presentations. We appreciate you
being here today.
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We will now move on to the next Agenda Item.

Agenda Item 8 — Overview of plans, strategies and coordination regarding mortgage and
foreclosure fraud.

AG CORTEZ MASTO:

| believe Mr. Earl may have put this on the agenda to inform advisory board members of the good
working relationship that exists between the state, local level and federal authorities in the area of
the mortgage fraud crisis that we have here in Nevada.

There is a lot of this type of fraud going on here and this includes foreclosure rescue scams. Not
only do we have at the state level a strike force working on those fraudulent activities but, there is
a strike force at the local and federal levels working on these issues. We all work very well
together. We are sharing our resources so we are not duplicating our efforts.

From my perspective, | want to thank those local and federal authorities for coming to the table
and working so well with all of us. Thank you for those efforts.

| am not sure if anybody else has any comments with respect to this topic. If you do, go right
ahead at this time.

SAC MARTINEZ:
Thank you, Madam Chair. | can give a quick overview of what has occurred here since early this
year.

Back in the January to February time frame, my supervisor Scott Hunter who has the “white collar
crime squad,” had already put a working group together to look at the mortgage fraud issue here,
especially in southern Nevada. We started to reach out to some of our counterparts who are
stakeholders in the federal government and in the state and local governments.

On March 13, we made an official announcement jointly with U.S. Attorney Greg Brower
announcing the existence of our mortgage fraud task force. It involves participation with the FBI. |
have four full time agents assigned to it and they are joined by agents from Las Vegas Metro, the
Office of the Attorney General, the Social Security Administration’s Office of Inspector General
(OIG), the United States Postal Inspection Service, the United States Housing and Urban
Development OIG, the U.S. Attorney’s Office for prosecution support, the Internal Revenue
Service criminal investigations branch and the United States Secret Service which has recently
come on board.

We discovered by reviewing the rising foreclosure rates that we had some major mortgage fraud
issues to look at. To date, 32 active mortgage fraud investigations are being conducted by the
task force.

Today we can attribute to task force efforts four indictments, six “informations” that have been
done in federal court and we anticipate some additional indictments coming within the next week.

In a broader context, this is something that has been very much the focus the FBI nationwide.
The criminal investigative division of the FBI has an initiative that we are calling the “operation
malicious mortgage” arm.

The task force really dovetails right into our national level efforts. There will be a joint press
conference at the end of next week involving the FBI and the Department of Justice in which we
will be talking some of the nationwide statistics related to the efforts that have occurred. There
have been task forces that have stood up all across the country in the major cities that are
affected by this problem.
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So again, as you mentioned, Madam Chair, | just wanted to give a quick overview of some of the
efforts that are occurring and the way that we go about this — leveraging everyone’s expertise and
addressing what is a real emerging crime problem here.

When we kicked off the task force in that press conference, we did mention that there is a hotline
number. | will read that now for the Southern Nevada Mortgage Fraud Task Force. The number is
702-584-5555.

To date, we have received 507 hotlline calls. We have a team that does the triage work for the
complaint calls that come in either over the hotline or as walk-in complaints from someone who
may bring these types of things to our attention.

There is a lot of work going on to try to examine those cases and to decide where the best place
is to handle them, especially considering possible aggregations so that losses will meet
thresholds for federal prosecutions.

AG CORTEZ MASTO:
Thank you, SAC Martinez.

For informational purposes, we are also working with the victims themselves, the individuals who
unfortunately find themselves in a default situation.

Nevada Treasurer Kate Marshall, United States Senator Harry Reid and my office have organized
and are hosting foreclosure prevention seminars. One is occurring right now at Cashmen Field
today until 7:00 pm and tomorrow from 10:00 am to 5:00 pm.

We are doing this with the help of lenders in this community and in this state. There are 20
lenders coming to the table with those individuals who have the potential of being in default. They
will be able to sit down and try to explore renegotiating the terms of their mortgage or working out
an arrangements with them to keep them in their homes longer. Hopefully, they can come to
some sort of agreement with respect to staying in their homes and receiving counseling on their
financial situation.

So not only do we have lenders assisting us with these seminars, but we also have counseling
services that are going to be there. Members of my office and other offices throughout the state
will work with these individuals on whatever level they may need to try to keep their homes.

We will also be in the northern part of the state in the coming weeks to make sure we are
reaching out to all individuals who may be facing these mortgage issues. We will be announcing
those dates as we move forward.

Are there any further comments about this subject from advisory board members?

SENATOR WIENER:

| know Ms. Pierce is doing the same thing as | am. We are walking out in the neighborhoods. |
have done 15 major walks. As | have done my walks, | have found one out of six or seven houses
is for sale and | don't get to talk with the residents because they are not there.

However, there is an issue that has come forward through calls | have received and in face to
face conversations that | have. In fact, | just recently had a call from a woman regarding a “renting
to own with the intent to own” scheme. She has put about $13,000. in payments on the house but
the person from whom she renting to own from is now being foreclosed upon. Also there are
people who rent apartments where the owner of the building is in foreclosure.
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Do we have some kind of renter protection that we are going to be addressing for the people who
are truly victimized? In good faith, they stayed current with their “rent to own” agreement with the
homeowner or building owner, but that owner did not stay current on the underlying property loan

AG CORTEZ MASTO:

Senator Wiener, | can address that from the complaints that we see coming in to my office locally
and | am sure SAC Martinez has seen the same complaints. That problem, unfortunately, gets
tied in to this fraudulent activity.

Those situations fall under what we call “foreclosure rescue scams”. Someone will know that a
house is in foreclosure. They will contact those individuals and usually the scheme goes like this
— | will give you $500. cash and you sign your deed over to me and we will work through this and
help you save your home. In the meantime, they will turn around and rent that house to some
unsuspecting tenant who will come and make payments to rent the home for a six month to an
eight month period. The new renter then learns that the house goes into foreclosure and they are
out of their rent money.

We have complaints like that coming in. Part of our process to deal with this is the prevention and
education component for prevention. We are getting out into the community and making people
aware of what is going on and letting them know if they are looking to rent a home that they can
contact my office. We will put them in contact with the appropriate individuals to do the
background check on those homes and make sure that before they rent a home that it is not in
foreclosure. That is easy enough to do.

SENATOR WIENER:

Again, that is part of reaching the person that is here and is part of the economic downturn. There
is also the person who does not even get into t