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Good OF Fasl

overseas/ i

*® Fake invoices, pa

* Phishing — E-mail message that appears fo be from a trustworthy source, but is

actually someone trying to obtain your personal information

any program harmful to
omputer; in this case, stealing

sensitive data.

Don't wire mone

know

Don't be afraid fo hang up Businesses: Set @ communication

. profocol, always follow it, and train
Call an official number from an

9 payments and Your employees fo do the same
independent source
bill pay fo trustworthy sources.

You will always have warning of @
power shut off, owed faxes, or

pending arrest

Use strong
and lefters)

Use mulfi-step verifi
accounts from elsewhers

Train your employees in safe browsing
and multi-step verification a requirement

Install anti-virus software

Perform regular back-ups of your data, particularly for businesses
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bit of information
ur data will be released
back fo you. The data may be

stop thieves in the future.

possible. gone forever.

4. Remove the Software: Check out www.nomoreransom.com, a site run by law enforcement
and IT companies. You may also want to hire a professional.

* Most of skimme enforcement
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easily remo

Look for the follo

tape, glue, or pry marl

Look for individuals who are tampering w iachine, who are intentionally covering their

faces (with hats and sunglasses), who are spending a large amount of fime around the
machine without making a transaction, or someone showing up multiple periods of time.

also regularly
check inside

® Lightly tug the area are usually stuck to the "‘5'“_" skimming d
outside with double-sided again for more than

. : p
® Look for similar signs as on the ATM devices: tampering, glue, out of the ordinary K?:Z a clolse. eye :n yolur bank statements, and dispute any unauthorized charges or
tape. withdrawals immediately.

® Prevention

consumer and as




* Medical Informa

® Collectively, these breacl o expose financial account

information, email addresses, usernames/passwords, drivers’ license numbers,

SSNs, healthcare ID numbers, and income data

ach Credit
errors you
find with business.
® Set up a credit our credit. A credit
freeze limits access to fficult for a hacker to open
an account in your name. A credi last until you choose to remove it. Keep
in mind that a credit freeze will require a fee of approximately $10.

* Whether you place a fraud alert or a credit freeze on your account, you should still
monitor your credit for potential fraud.

ation in connection
ion of the Payment
your payment card servicer if it is

PCl compliant, and familiarize yourself with the guidelines.

® Monitor your bank accou

® File tax returns as soon as possible

initial and la

following: social

card or ID card numbei

number, in combination with th

password permitting access to the person’s financial account;
medical or health insurance ID number; or a username or unique
identifier in combination with a password, access code, or
security question that would permit access to an online account.

website at www.p tystandards.ore

It is not enough that your third-party payment processor is PCl compliant (although
that should be the standard to reduce risk exposure). Your business must also be
PCI compliant.
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routers. Have all
d make sure the
ification when

* Make o-ciccess: every employee does not
need to get to every file

* Review system logs manually or use an automatic tool to check for
suspicious activity

* Consider outsourcing your security.

management. These
allow for your respons
review evidence from those

environments.

expedient fime possible and without

unreasonable delay.” NRS
603A.220(1). The fiming should be
decided with local law enforcement.
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1. DON'T PAl

This is when your crisis mana

plan should spring into effect. Se

an outside forensics feam
(preferably one you have previously
vetted) and legal counsel s soon as
possible fo guide you through the

next steps.

NOTIFY STAFF AND

Also alert your insurance company
and any business parners. Regularly
validate the contact information of

these people ahead of time.




